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Typographic conventions used in this manual

Bold
Button and text box names, as well as Admin types are in bold.

Italic
Web site addresses (URLSs) are italicized.

Red
Geneally used for attributes and examples you type in.

®

Indicates steps to take for performing a particular function.
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Introduction

Companies are increasingly making sensitive data available to employees and customers
using webbased applications. The web browser has made online access to personal

data incedibly convenient, but it has also rendered security technologies like web
access management increasingly important. The maXecurity product suite from P2
{SOdzNRG& 62N)l & GAGK @2dzNJ O2YLI yeQa AYyTFNIFai
sensitive data.

Understanding how maXecurity products work in your company

Because many companies are now subject to Sarb@ndsy, PCI, HIPAA and other
emerging regulatory requirements, maXecurity products have been designed to
segregate web access management into fRuk & G A y Ol Fdzy OllA2yad Lya
LI & & ¢ 2 NR I four adiis tydes ecNBith a specific role:

- Infrastructure adming Performs the initial setup of domains and permissions.
- Security adming Configures encryption algorithms, handles digaaitificates,
and sets up and maintains the user stores (LDAP servers). The Security
FRYAYAAUN: 02NR&a FdzyOuAzya FFNB GKS T20dza
- Domain admin¢ Maintains authorizations for web page access.
- Auditorg Creates reports, investigates security breas, and reviews
compliance withSarbanegOxleyand other regulatory requirements.

9FOK FTRYAY A& Io6fS G2 LISNF2NY (KS NREtS I &
gain access to the whole system, make changes and cover their tracks. This means that
maXecurity products are both secure and hassle free in the case of compliance and

audit reporting. This is also the reason why you will be asked to write a comment or
specify an internal ticket each time you make an important change to the system. Each
change is recorded and can be called upon later byAleitor to review the complete

history of web access management changes that have taken place at your company.
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Security Administration Control Panel

The first time you set up a maXecurity product, or whenever you do a factory reset, you
will encounter the Bootstrap Wizardt will walk you through the requisite tasks of
setting up policies and certificate¥ou can use thiguide as a reference wheneavgou

need to change a configuration, add or delete certificates, or manage your
administrators.

To access the Security Administration control panel, use your web browser to navigate
to the URLbased on the fully qualified domain name (FQBOY set up irthe Bmtstrap
Wizard.

e e

Security Administration —
W » 1‘4) x Ohttps:,-f,-'maxecurityS.mwampanv.mmeecur@ Google ] IL

Logging in as a Security admiviou will set the URL in the Bootstrap Wizard. The default is
https://<domain>/Security/

Note that you must connect over SSL ugitips. Once you log in with your credentials,
you will see the Serity Administration home screen.

Security Administration

@ (‘d @ X \A @ © hitps:/ /maxecurity5.mycompany.com /Security/ @ |=(Q- Google |u_

maxecuritY@ Security Administration

security administration | infrastructure administration | auditing

Configuration
Policy Store
Global Security Settings zun\r\alv:’m‘uasl;:verenv item for
User Stores

TrustMapping™

D Help

Certificates
Internal Certificate
Domain Certificates
CertMapping

Administrators

Security Administrators
Infrastructure Administrators
Auditor Administrators.

Logout

Take a moment to review the Security Administration control pafleé controls on the
left allow you toreview your configurations, manage certificates and add or delete
administrators.In some companies you may bendgag as both theSecurity adminand
Infrastructure admin or Auditor. For your convenience you can use the navigation
buttons at the top to move from one application to another and thagoutoption to
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end your sessior. ¥ & 2 dzZQNB S @& dditalzpanet fGnictiNg noted tRedaélp
box on the right.

Why all the comment boxes?

Comment or Ticket Number

Please enter a comment or ticket number for this action:

Added a trusted CA certificate from VeriSign.

Government regulations like Sarbar@gley require companies to
provide an auditable trail for all administrative activity. Entering
descriptive comment about what yoare doing will allow the
Auditor to trace back any changes to the system in the case o
security breach or government audit.
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Configuration

As the Security admin, your duties include setting up the global (default) security
settings for your networkYou can also managkgital certificates, the user stores (LDAP
serverg, and register other administrators.

Policy Store

On the network,maXecurity applianceresidebetween the web browser and the web

server, ensuring that only authorized users gaiD&a a (2 @2dzNJ O2YLJ yeéQ
and applications. Information about which domains to protect, credentials to log in, and

other configuration information are all saved in tRelicy Store When the maXecurity

appliance boots up, it connects immediatetythe policy storeNo other settings can be

configured until a successful connection to the policy store is made.

Security Administration

u \‘d w X M @ © https://maxecurity5.mycompany.com/ Security/ & ~(Q~ Google )[R
>4
H o . _— .

ma Cur,l'ty B Security Administration

security administration | infrastructure administration | auditing

Configuration & Policy Store

Policy Store Connection Parameters Setthe cradentals and

etthe credentials an

Global Security Settings oo 155 15512 Port 636  Use SS5L connection information used

User Stores . 7 10 connect to the policy store.

TrustMapping™ Base: ou=P2,dc=techandy,dc=com Validate SSL No other settings may be
configured until a successful

Certificates connection (o the policy store

Simple Credential is made

Internal Certificate mple Gredentials

Domain Certificates DN: cn=manager,dc=techandy,dc= Password: ==*==*

CertMapping

Administrators Certificate Gredentials

Security Adminislrators | o)., ivarnal cert: GN=aac0000123 techandy.com OU=maXecurlty,0=P2

Infrastructure

Administrators. Validate Connection | Save

Auditor Administrators

Logout

Using thePolicy Storeoption on the Security Administration panel lets you set the
credentials and connection information used to coonhdo the policy store. The
maXecurity appliance can connect using simple credentials (name and password) or
digital certificatesBecause all maXecurity appliances refer to the same policy store, you
will never need to worry about synchronizing settingsnf one machine to another. If

you make a change or add a new maXecurity appliance, it can easily be configured from
the same policy.



@ Steps for configuring the Policy Store

1. From the Security Administration panel, clickPolicy Store

2. The ConnectionParameterswere set initiallyin the Bootstrap Wizard. These
options cannot be modified without doing a factory reset.

3. If the maXecurity appliance uses a hame and password to connect to the policy

store, enterthe Simple Credentialswhich consist of theDN 6 ¢ RA & G A y 3 dzA & |
VEYSEOD YR LI a462NR® ¢KAA 5b YR LI aag?2

every maXecurity appliance, or you can assign a different one for each box for
added security and to see which box has logged into the policy store.

4. Alternatively maXecurity appliances can log in to the policy store using a unique,
built-in digital certificate. Digital certificates are more secure than simple
credentials and are highly recommenddm enable certificate credentials, check
the box labeledJser intenal cert

5. Clickvalidate Connectiorio ensure your settings are functioning properly.

6. 2 KSy &2 dzQNB Savedy/ A 2KIERT B Oa1 S8R G2 Sy

number that describes what you have done.

Global Security Settings

Global security settings allow you to configure security policies that apply globally
throughout your company infrastructure. These settings including: encryption
algorithm, attributelifetime, and duration before inactivity timeout. Keep in mind that
maXeurity appliances always maintain in effect the strictest security policy. This means,
for example, that if @omain adminsets a policy for attribute lifetimen aparticular
domain that differdrom the global default you have sehaXecurity will ensurthat the
stricter of the two policies is enforced.

You can also ugBlobal Security Setting® require SSL on the baekd web servers. As

you knowalready, web trafficmustalwayslog in using SSL to maintain security between
the browser and the maXecily appliance, and all data transmission is encrypted. The
user name, password and other sensitive information are never sent to the web server
(it sends secure cookies instead). The option here allows you to require SSL between the
maXecurity appliancera the web server as well. Sometimes a web server is already
secure (either on a secure part of your network or physically secure) and you may
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decide that SSL is an unnecessargediment toy’ S (i 4 2 NJ

LISNF2NX I yOS o

the Infrastructure adminto configure the web server connections in a secure way.

@ Steps for configuring the Global Security Settings

Security Administration

QOOC

m @ © hps:/fmaxecuritys.mycompany.com/Security/

al(@- Google ) [1]

maXecurity@

Security Administration

security administration | infrastructure administration | auditing

Configuration

Policy Store

Global Security Settings
User Stores
TrustMapping™

Certificates
Internal Certificate
Domain Certificates
CertMapping

Administrators
Security Administrators

Infrastructure
Administrators

Auditor Administrators

2 Giobal Security Settings
Encryption Algorithm
Allows you to configure
security settings thatapply
globally throughout the
infrastructure. These settings
apply to all of the security
appliances.

DES Triple-DES AES () AES256

Inactivity Timeout

8 @ Hours (O Minutes
Settings that are configurable
are:
Aitribute Lifetime « Enrcyption Algorithm
= Inactivity Timeout
» Require 8SL for all
back-end Web
Servers

24 @ Hours (O Minutes

Require SSL for All Back-End Web Servers

® Yes Q No

Save

Logout

v
4

Global Means EverywhereThe settings you configure here apply to all maXecurity appliances installed
throughout your company infrastructure, &g as theyonnect to the same policy stare

1.
2.

From the Security Administration panel, click@lobal Security Settings

Choose theencryption Algorithm They are listed from least secure (on the left),
to most secure (on the right). SelectidgS 256 highly recommended

Enter the maximum time (in hours or minutes) befdractivity Timeout The
session will expire and the user will be required to log in again if the web
browser has been left idle for this length of time.

Enter the maximumAttribute Lifetime This is the amount of time (in hours or
minutes) that an attribute will be cached on thappliance before being
refreshed.Note that shorter attribute lifetimes will result in slower performance
for users.

For maximum security, check the bokédded Require SSL for All Ba&nd Web
Servers By checking this box, thafrastructure adminwill be forced to use SSL
(the option to uncheck SSL in the Infrastructure Administration panel will be
disabled) Only leave this box unchecked if you are dertdnat the network
connection between the maXecurity appliance and web server is physically
secure, or if you are not sending any sensitive data.
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number that describes what yohave done.

User Stores

A user store is a repository of information about users and groups stored on an LDAP
server. Your maXecurity product supports all major types of LDAP servers, including
Microsoft Active Directory, Novell eDirectory, Sun DiregtServer, and RAQKith z/OS
LDAP) User stores that you configure are available for all domains. You can add or
connection settings through the Security
Administration control panel. Th®omain adminwill take advantageof these user

delete user stores and edit their

A

S ER S

stores at the domain level for authentication and authorization purposes.

@ Steps for configuring User Stores

Security Administration

\‘a \‘d w X \_/‘] @ © htps://maxecuritys. mycompany.com/ Security/
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maXecurity@

security administration | infrastructure administration | auditing

Configuration

Policy Store

Global Security Settings
User Stores
TrustMapping™

Certificates
Internal Certificate
Domain Certificates
CertMapping

Administrators
Security Administrators

Infrastructure
Administrators

Auditor Administrators

Logout

Configure User Stores

Please select a user store:  Active Directory f :] New

Description: | Active Directory

Connection Parameters

Host: 192.168.1.18 Port: 636 M use ssL

Base: cn=Users,dc=techandy,d Attribute: sAMAccot| ' Validate SSL

Credentials
(O Anonymous Credentials
@ simple Credentials
Bind DN: | cn=Administrator,cn=Users,dc=techanc

Password: [Feereees

() Certificate Credentials
Use Inter

M@l N=aac0000123.lechandy.com,0U=maXecurlly,0=P2
Cert:

Changing Passwords

This method BINDs as the
administrative account
specified above, and then
performs an LDAP modify
in the fashion expected by
ActiveDirectory.

Method: | ActiveDirectory ¥ :]

Test Connection | Save | Delete

Security Administration

Allows you to addidelete user
stores, as well as edit their

TrustMapping™. User stores
are available for all domains,
and can be configured at the

1. From the Security Administration panel, clickldser Stores

P



2. ClickNew to configure a new User Store, or select one from threp-down
menu to edit.

3. In the box labeledDescription enter a unique name that identifies the user
store. Other adminsmust be able to recognizéhis name when setting up
policies.

4. Enter in theConnection ParametersTheHostcan be a DNS name or IP aslk.
Portis typically389for clear text connections an@36for SSL. If you are unsure
of the Baseand Attribute information that identifies the user store, consult your
LDAP administrator.

5. If you want to connect using a secure connection, check the |labeledSSL
Validate SSkequires the system to verify that the SSL certificate is both signed
by a trusted (and imported) Certificate Authority and is not expired.

6. Choose theCredentialstype:

a. Anonymous Credentialg No user name or password is suitied. This
option offers little security and is not recommended.

b. Simple Credentialg Type in the fulBind DNO ¢ RA a4 0 Ay 3dzA A KSR Y
the ID of the maXecurity appliance. Because this type of authentication
requires sending a name and password, it ighly recommended that
you use SSL when choosing this option.

c. Certificate Credentialsg Uses the internal certificate unique to each
maXecurity appliancé&his is easiest and most secure way to authenticate
and is therefore highly recommended.

7. Choose the mathod used foiChanging Passwords your LDAP server:

a. User Modify¢ The maXecurity appliance will log in to the server as the
user to change a password. This is the most common methodology
among LDAP servers.

b. Admin Modify ¢ Logs in with the admin credentials specified in Step 6 to
change the user password.

c. Extended Operation¢ Performs an LDAP extended operation. This is
common on Sun Directory Servers.

d. Active Directory¢ Logs in with the admin credentials in Step 6 and
performs an LDAP modify in the way that Active Directory expects.

e. BIND Modify¢ Authenticates as the user in the way IBM mainframes
using z/OS LDAP expect.

8. ClickTest Connectiono ensure your settings are functioning properly.

9.2 KSy @2 dzQNB Savady A RKIER X BISA G1a{1{ SR (2 Sydas
number that describes what you have done.
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As enterprises grow larger, they oftéimd themselves withmultiple user storesicross

the entire company infrastructure=or instance, your compamyay use Active Directory

for Microsoft Windows® machines, but you may also have a Sun directory or use RACF

on your mainframe. Each user store tends to hold different information and associate

users into different groups. Often such a setup creates tleenmenience of having to

f23 Ay YdzZ GALX S GAYSa | ONR&aa @&2dzNJ O2YLI ye&Q
an innovation built into maXecurity products that allows you to set up a trust
relationship between two user stores. Security policies from oser store are trusted

by the other and therefore will not force a user to log in a second time. In essence,
TrustMapping allows you to create a single signacross all yourserdomains.

How does TrustMapping work? Information abdbé sameuser is ofen present across

multiple user stores S@SYy AF (KS AYRAGARdzZ f Qad dzaSNI yI Y
TrustMapping lets you link that informatiortogether, so an attribute like
employeeNumber in Active Directory is linked toid in an LDAP directorgn the

mainframe. This process is invisilite your users, but the result is that theyill not

have to log in a second time.

TrustMapping works as well for user groups and attributes for trusted cookies. For
instance, suppose a uséwgs in to the Corporate LDAP Directory that holds just his
userlDandpasswordd 2 K 0 AT ¢S gl yid (2 1y2¢ 0GKAA ¢
available only in Active Directory? Using TrustMapping, if that email address information

exists in Active Directgrand we link it as &usted user store, the system will retrieve

the email address information.

How TrustMapping works on your company network

[ SGQa O2 ywondresNplel TheNBBlibwiing flowchart shows how a maXecurity
appliance can use Trustiydping to retrieve information about a user from three user
stores without the need to authenticate multiple times. The user is already logged in as
JSmithin Active Directory, and when he tries to access a protected resource in a Sun
Directory, the policy checks to see whether Sun Directory TRUSTS Active Directory. The
policy also wants to retrieve P&L code in a trusted cookie from a z/OS LDAP resource.

YI - SOdeNRSI@GdzNR & ! RYAYAAUGNT G2NRa al
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TrustMapping in use:

This example shows how TrustMapping works to retrieve informat
about a user from three user stores without the need to authentice
multiple times. The user is already logged in X&mithin Active

Directory. When he tries to aess a protected resource in a St
Directory, the policy checks to see if Sun Directory TRUSTS /
Directory. If so, andSmithis part of the groupu=internalin the Sun

Directory, no login is necessary. The policy also wants to retrieve

code in atrusted cookie from a z/OS LDAP resource. It must verify 1
z/OS LDAP TRUSHiher Sun Directoryor Active Directory. If not, a
login to z/OS LDAP is required.

Yes, Sun Dlrectory TRUSTS Active Directo

‘ i
I
Yes, z/OS TRUSTS Sun Directofgtive Directory

v
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@ Steps for configuring TrustMapping

Trust Me.In this example, wénk Active Directory to the External Authentication Store. In simple terms, this

NBfFiA2yaKALl aleay aL (GNHzZG GKS &aSOdaNRdGe 2F GKS dzaSNJ

FdziKSYyGAOrGS 3L Aydé

1. From the Security Administration panel, clak¢ NJz& G a I.LILIA y 3 u

2. ClickNew to create a new TrustMapping, or select one from the ddmvn
menu to edit.

3. Next, you willcreate theRelationship In the box on the left, select the user
store you want to work with.

4. In the box on the right, select the usstore that istrusted. In our example, if a
user tries toaccess something in Active Directory (user store on the,tiedt)
systemwill trust a user who is already logged in to the External Authorization
Store (user store on the right).

5. Enter the Trusting Attributes. This is the name of the attribute (e.g.
employeeNumber) whose value matches the attribute in the trusted user store
(e.g.uid).

6. QickSavap L 2dzQf f o6S FFa1SR (2 SyiSNI I 0O2YYS)y

what you have done.

There are a f& considerations that the&security adminmust be aware of when using
TrustMapping First, TrustMappingelationships are unidirectional (they work from left

to right). The user store on the left can be accessed if the user logs into the system on
the rightt not the other way around. You will have to set up TrustMapping in the other
direction if you want it to work both ways. SecontiustMapping relationships use
transitive logic. For example, this would mean:
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