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Typographic conventions used in this manual

Bold
Button and text box names, as well as Admin types are in bold.

Italic
Web site addresses (URLSs) are italicized.

Red
Generally used for attributes and examples you type in.

@

Indicates steps to take for performing a particular function.
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Introduction

Companies are increasingly making sensitive data available to employees and customers
using webbased applications. The web browser has made online access to personal

data increlibly convenient, but it has also rendered security technologies like web

access management increasingly important. The maXecurity product suite from P2
{SOdzNRG& 62N)l & GAGK @2dzNJ O2YLI yeQa AYyTFNIFai
sensitive data.

Understanding how maXecurity products work in your company

Because many companies are now subject to Sarb@ndsy, PCI, HIPAA and other
emerging regulatory requirements, maXecurity products have been designed to
segregate web access management into fRuk & G A y Ol Fdzy OllA2yad Lya
LI & & ¢ 2 NR I four adiis tydes ecNBith a specific role:

- Infrastructure adming Performs the initial setup of domains and permissions.
¢CKS LYFTNI aldNHzOGdzNBE FF RYAY A AU Mdual.2 NDa Fdzy O
- Security adming Configures encryption algorithms, handles digital certificates,
and sets up and maintains the user stores (LDAP servers).
- Domain admin¢ Maintains authorizations for web page access.
- Auditorc Creates reports, investigates security breaches, and reviews
compliance withSarbanegOxleyand other regulatory requirements.

9FOK FTRYAY A& Io6fS G2 LISNF2NY (KS NREtS I &
gain access to the whole system, make cleangnd cover their tracks. This means that
maXecurity products are both secure and hassle free in the case of compliance and

audit reporting. This is also the reason why you will be asked to write a comment or
specify an internal ticket each time you made important change to the system. Each

change is recorded and can be called upon later byAthditor to review the complete

history of web access management changes that have taken place at your company.
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Infrastructure Administration Control Panel

This guide was written to help you use maXecurity products as an Infrastructure
Administrator. The initial setup of your maXecurity appliances and clusters should have
already been done by th8ecurity admin Your role is to set up domains and services, as
well as assigibomain almins to administer the security policy of each domain. You
further have the ability to maintain appliances and clusters, apply firmware updates, or
reboot an appliance when necessary. All this is accomplished with the Infrastructure
Administrator control panel.

To access the Infrastructure Administration control panel, use your web browser to
navigate to the URL of the maXecurity appliance. Thizased on the fully qualified
domain name (FQDNBat was set up by th&ecurity adminn the Baotstrap Wizard.

nfrastructure Administration
\,i ) & Z| r, ) https://maxecuritys.mycompany.com/Infrastructure/Df

Logging in as an Infrastructure admimhe default iittps://<domain>/Infrastructure/

Note that you must connect over SSL ugitips. Once you log in with your credentials,
you will be taken to the control panel.

Infrastructure Administration
\"a \‘9 * M @ © hrtps://maxecurity5.mycompany.com/Infrastructure/ @ +(Q- Coogle |u_

maxecurity@ Infrastructure Administration

security administration | infrastructure administration | auditing

Configuration @ Help
Domains
Services
Domain Administrators

Roll the mouse over any item for
more information.

Maintenance
Appliances
Clusters

Logging

Firmware Updates
Reboot Appliance

Administration
Infrastructure Administrators

Logout

Take a moment to review the Infrastructure Administration home scr@dm controls
on the left allow you toconfigure domains and services, maintain the appliances, and

YI - SOdeNRYITeNd & G NHzOG dzNB | RYAY A aidNI 2 NI



add or delete administratorsin some companies you may be serving as both the
Infrastructure adminand Security adminor Auditor. For your convenience you can use

the navigation buttons at the top to move from one application to another and the
Logoutoption to end your sessiol. T & 2 dzQNB S ¢aSontralipar@ffuddtion) | o 2 dzi
note the help box on the right.

Why all the comment boxes?

Comment or Ticket Number

Please enter a comment or ticket number for this action:

Configured the Domain us.company.com

Government regulations like Sarbar@gley require companies to
provide an auditable trail for all administrative activity. Entering
descriptive comment about what you are doing will allow th
Auditor to trace back any changes to the system in the case o
security breach or government audit.
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Configuration

The goal of the maXecurity appliance is to look like the web server to a web browser,
and to look like a web browser to the web servBy. working seamlessly with both, the
maXecurity appliance transparently enforces your security policy.

b Web / App Server
Web Browser
.
. T
HTTP requests are & e Only authenticated, & K

\ presented to % S
2 which & LGS, 4 > |5
acts as a reverse
%U - proxy
Web Browser a

~* requests are presented
Any HTTP/S Client

< to backend resources
maX in the middle¢ KS YI - SOdzNAG& FLILX AL yOS 2Nyl a o0SisSSy GKS

.\
servers. It listens for HTTP requesservicey andpasses only authorized users to your protected resources

(Domaing.

///-//j

v

§

Web / App Server

HTTP Clients
$90IN0S8Y d1 | H pPejosiold

Sl
Web / App Server

As the Infrastructure admin, configuring this setup typically requires three steps:

1. Domains: Specify whichDomains should be protected by the maXecurity
appliance. In most cases, theaee backend web servers that require a security
policy with restricted login access.

2. ServicesConfigureServices the IP addresses and host name information of the
S0 aSNBSNE® ¢KS YI - SOdaNAGE | LI Al yC
web browserg (1 KS&4S Lt FFRRNBaasSa yR SyfT2N
for the domain.

(S}
N

S

S

3. Domain Administratorsh y OS &2 dzZQ@S O2y TA3IdzZNBR R2Yl Ay

register aDomain adminto administer the security policy for that domain, and
any subdirectoriesvithin it.

Domains

On the networkmaXecurity applianceensurethat only authorized users gain access to

@2dzNJ O2YLI yeQa &SO0dzNBE Riradtiuctute ddrnin lydwidéicideO | G A 2 y
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which domains must be secure@he domain configurations youtseere contain the
information necessary to direct authenticated traffic to your ba&cid web servers.

@ Steps for configuring a Domain

Infrastructure Administration

w w X \ﬂ @ © hutps:/ /maxecurity.mycompany.com/Infrastructure/ @ |#(Q~ Google |u_
I~
= R . .

ma Cur]ty E Infrastructure Administration

security administration | infrastructure administration | auditing

Configuration < Domains

Domains Configure Domains

s Create/Modify/Delete domains to

SN Please selecta cluster Production | 3] be protacted by maXecurity
Domain Administrators
Please select a domain ' rs.mycompany.com | :] New
Maintenance | ———
Domain name: | rs.mycompany.com

Appliances

Clusters

Logging Back-end Web Server

Firmwars Updates Host: web.mycompany.com Port: 8081 [J Use 5L

Reboot Appliance | ——

i Host Header: | rs.mycompany.com # Case Sensitive
Administration Cookie ———————————
Domain: .mycompany.com
Infrastructure Administrators.
B Defaults
Target: [/ User Store: | My Company Users =)
Aliases
Non-SSL ssL
[5.mycompany.com r3-mycompany.com
rs.mycompan com:80 | |rs.mycompany.com 443
More
Save Delete

1. From the Infrastructure Administration panel, clickDomains
2. Select theCluster from the dropdown menu For more information about
clusters, see the Maintenance section of this manual.
3. ClickNew to configure a new domain, or select one from tti®p-down menu
to edit. TheDomain nameyou enter in the box is only for descriptive purposes in
maintenance and auditeports. You can usér.company.com Personnelor
anything else you choose.
4. Enter the address and port information for tlBackend Web Server
a. HostandPortc The DNS or IP address of the server you want to protect. The
port number can beonfigured any ey you choosé it is not necessarilyhe
port listening for the browser connectiafvhich is configured in the Services
sedion).
b. Host Headeg When a web browser makes an HTTP request, this header info
Is sent. Most of the time the host header is the saasethe domain name.
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c. Cookie domaing This is the domain for setting trusted cookies for single
signon, so you will want to make it as broad as possible. Remember to
precedeeverything with a period (e.gcompany.con). For more information
abouttrustedc@ { A Sasx 4SS (KS aSOGA2y Ay (GKS 5

d. Use SSK Check this box to use SSL between the maXecurity appliance and
the web server. If the data on the network is not sensitive or if the network is
physically secure, you can leave this box unchett&eachprove performance
Note that the Security adminhasthe authority to require SSL connections,
and in such a case the option will always be checked.

e. Case Sensitive Check this box if your web server is case sensitive, meaning
it differentiates betweenINDEX.htmand/index.htm.

5. Enter theDefaults If a use bookmarks the login page for a protected domain,
rather than trying to access a specific page on that domain, the appliance needs
to know where to send the user once authenticatdérgetcan be just d or a
specific default page on the protected domakou can also set the defallser
Storeto use for authentication when none is set in the security policy.

6. If you are configuring a new domain, you will be given the optio€dopy the
initial policy from a domain you have already set up. Simply selbetdomain
from the dropdown menu.

7. Enter theAliasesfor NonSSL and SSL connections. These are the various HOST
headers that reference this domain. For instance,usf.company.comand
www.company.com point to the same server, enter both of them here.
Optionally, you can include the port number (ewgs.company.com:4483 Click
the More button to include additional aliases.

8. 2 KSy @&2dzQNB Savepy A ZKERI GBISA Adlja1{ SR G2 Syids
number that describes what you have done.

Services

Along with configuring aDomain you must configure the correspondirgervice A

Service is a collection of information about the web sitecluding the external host

names, IP addresses and digital certificatéisat the maXecurity appliance needs to

listen o to intercept HTTP requestServicemndDomains32 Kl yR Ay KIFYyRT
configure one without the other.
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@ Steps for configuring Services

Infrastructure Administration

w » @ X m @ © https://maxecurityS.mycompany.com, Infrastructure/ & +(Q~ Coogle ) |u_
~
H i . .
ma. Curj'ty B Infrastructure Administration
security administration | infrastructure administration | auditing
Configuration @ services
Domains. Configure Services
5 Configure Hostnames & IP
IIEEE Please selecta cluster Production [ 3] addresses to listen on, in order to
Domain Administrators

protect domains

Please selecta service: | rs.mycompany.com | :] New

Maintenance

Appliances
Clusters

Logging

Firmware Updates
Reboot Appliance

Administration
Infrastructure Administrators

Service name: rs.mycompany.com

IP Addresses
NIC: ‘1 5
Appliance IP Address

MLA0213624 | 192.168.3.170
MLAD213625 192.168.3.171

MVMEABDSC4 | 192.168.2.170
Logout

Port Number
SSL Port: 443 Non-SSL Port: 80

SSL
Please select a server certificate: | rs.mycompany.com [ ]

1. From the Infrastructure Administration panel, click 8ervices

2. Select theCluster from the dropdown menu For more information about
clusters, see the section on clusters in the Maintenance section of this manual.

3. ClickNewto configure a new service, or select one from threp-down menu to
edit. TheService namgou enter in the box is only for desdie purposes in
maintenance and audit reports. You can usecompany.com Personnelor
yelKAYy3 StasS e2dz OK22aSd® | 26SOSNE  F2N
domain name being protected.

4. Enter in thelP Addresseshat each appliance in the clustéstens on. For load
balancing and failover to work seamlessly, youstenter an IP address for each
appliance.

@ @ IP Addresses
3 Appliance IP Address

mLanz3624 (1921683170

Appliance "
Serial Numberb * MuLenziaszs |192.168.3.171 = |Paddress each
MuMEASDSCS 192 168.2.170 - appiance listens on

Port to Port. The maXecurity appliance provides four pdds Network Interface ControlleréNIC) You can
switch betweenthem using the dop-down menu.Select the NIC that is connected to the network where
HTTP requests come from.
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5. Enter thePort Numberfor both SSL and Ne®SL connections. Typically these
are443for SSL ané0for non-SSL.

6. Select aServer Certificate This is the digital certificate required for an SSL
connection, and usually has the same name as the web site URL. Only the
Security admincan install a server certificate.

7.2 KSy

& 2 dzZONB Savedy A 2KISR ST BESA Oa ] SR

number that describes what you have done.

Domain Administrators

7

G2 Syuids

As part of the segregation of duties, setting the security policy of each specific domain is
not done by thelnfrastructure admin but rather by designate@omain admins This
means that, one you have set up ®omainand a correspondingervice you must
register at least one Domain administrator to set the security policy of the protected
domain. Note that thes®omain adminswill also be able to register additional Domain
administrators thenselves, but only for the specific domain you assign them.

Infrastructure Administration

w w % M @ © https://maxecuritys.mycompany.com/Infrastructure/

& #(Qr Google ) |u_

maXecurity@

Infrastructure Administration

security administration | infrastructure administration | auditing

Configuration
Domains

Services

Domain Administrators.
Maintenance
Appliances

Clusters

Logging

Firmware Updates
Reboot Appliance

Administration
Infrastructure Administrators

Logout

All Registered Administrators

Configure Domain Admins

Please select a cluster | Production \:]
Please selecta domain | rs.mycompany.com | 3]

Edit Domain Administrators
Configured Domain Administratars
andy dan

ben
dan
ingrid

sam Add -->
<-- Remove

Register Additional Admins

T~

) Domain Administrators

Allows you to add/delete additional
administrators who can configure
the settings for 2 particular domain

In addition, you can register or
unregister administrators from the
entire system.

M
@ Steps for registering a new Domain Administrator

1. From the Infrastructure Administration panel, click @amain Administrators
2. Select theClusterfrom the dropdown menu

Y I
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3. Select theDomainfrom the dropdown menu

4. hy GKS STl Al Gsyistered ndrhisttatorghat Bave?afready
0SSy NBIAZAGSNBR® LT @2dz R2y Qi aSS (KS
Register Additional Admingutton. In the dialog that appears, seh for the
name of the person you would like to add. Be sure to cliciRegister Useto
add this person to the list of Registered Administrators.

5. Select a name and click on tAeldA button.

i . ..
@ Steps for removing a Domain Administrator
1. From the Infrastructure Administration panel, clickomain Administrators

2.hy GKS NAIK(G eCoufiQuietl Dotn&rSAdministbatisSelect a
name and click on th& Removebutton.
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10

Maintenance

As you know, maXecurity appliances segregate a@®ss management roles so as to
separate security functions and policy functions from the maintenance of the box itself.

Ly GKA& gleéx | O02YLIyeQa ONIXYRAGAZ2YIE &aeads
appliances without the need to grant unnecessaccess to the security controls of the

web sites and domains.

As thelnfrastructure admin youhave several controls at your disposal to maintain the
maXecurity appliances. Many of the settings in this section were configured initially by
the Securityadmin using the Bootstrap Wizard. At the very least, there will already be
one appliance set up (the one you connect to when you log in as the Infrastructure
admin), as well as the cluster it belongs to.

Appliances

This section covers the maintenanceexisting maXecurity appliances already installed
on your network. You can configure the IP addresses on each network controller, set a
Network Timeserver, and specify DNS servelsyou need to add or set up a new
maXecurity appliance, contact ti&ecuity admin.

@ Steps for configuring existing Appliances
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