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Typographic conventions used this manual

Bold
Button and text box names, as well as Admin types are in bold.

Italic
Web site addresses (URLSs) are italicized.

Red
Generally used for text and examples you type in.

(5

Indicates steps to take for performing a particular function.
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Basics

Companies are increasingly making sensitive data available to employees and customers
using webbased applications. The web browser has made online access to personal

data incredibly covenient, but it has also rendered security technologies like web

access management increasingly important. The maXecurity product suite from P2

{ SOdzNAR (& g2NJ]a SAGK @2dz2NJ O2YLI yeQa AYyTFNI &l
sensitive data.

Understanding how maXecurity products work in your company

Because many companies are now subject to Sarbanésy, PCI, HIPAA and other
emerging regulatory requirements, maXecurity products have been designed to
segregate web access management into four distihazy OG A2y ad LyadSIFR 2
LJ- & & ¢ 2 NR X fbur atiikis tidss ehcNBith a specific role:

- Infrastructure adming Performs the initial setup of domains and permissions.
- Security adming Configures encryption algorithms, handles digital certiésa
and ®ts up and maintains the user stores (LDAP servers).
- Domain adming¢ Maintains authorizations for web page access. The Domain
Il RYAYAAaUN): 62NR&a FdzyOuAzya NS GKS F2O0dz
- Auditor ¢ Creates reports, investigates security breaches, and reviews
compliance withSarbanegDxleyand other regulatory requirements.

91 OK I RYAY A& |06fS G2 LISNF2NXY GKS NRtS | a;
gain access to the whole system, make changes and cover their tracks. This means that
maXecurity products are both secure and hassle free in the case of compliance and

audit reporting. This is also the reason why you will be asked to write a comment or
specify an internal ticket each time you make an important change to the system. Each
change is recorded and can be called upon later byAheitor to review the complete

history of web access management changes that have taken place at your company.
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Getting started as a Domain Administrator

This guide was written to help you use maXecurity products as a Domain Administrator.
2SQff gl f1 GKNRdIzZEK @& 2udmdizaffoh fedall of Vourdniminsh y & S i
and provide instructions on the tools available through the Domain Administrator

control panel. Much of the work in setting up your maXecurity product should already

have been done for you by yolnfrastructure and Security adming or someone in your

O2YLI yé& FIl YAf ALl N g nfiagtruciu doN1DAPR Hiredtoges. Qa4 6 S o

In the most basic terms, the purpose of til®main In the most baSIC
Administrator is to decide who can see what whe t@rms, the purpost

I QOSaaf;fEI e2dzNJ OZIYLJI-.ye'Q of the Domain ,
which domains, as well as which subdirectories witt o .

your domains, are available to which users. You dec Administrator is to
what a particular user (or group of usgas access to decide who can se
and which subdirectories or domains are off limit

Whenever someone tries to access a protected part what.
the web site, a login screen will appear. Only users tl
you have granted access will be able to see the
pages.

2dz F

Access Denied

(<] (C] M fn} © hitp: { /www.myrecordstore.com /accessDenied.htm ~(Q- Google

RECORD store

You are attempting to You are not authorized to access this page.
restricted are:

RAECORD store

4

Access DeniedSetting a security policy will keep visitors away from your sensitive &ataauthenticated
dza SNEXZ (GKS ONRB@gaASNI gAff SydSNI I aS0OdNB {{[ Y2RS IyR C
maintains authorization during the session.

)
@ Setting up wur first authentication

¢CKS FANRBO (GKAYy3a &2dzQNBX 3I2Ay3 (G2 R2 | a | 52
different kinds of users. You might want your customers to see product pages, but

YI - SOdeNRRAIRIMA Y | RYAYAAGNI 62NRa al ydz



maintain administrative pages that allow your sales staftio things like set prices or
check inventory.

& gl & 2F SEIFIYLEST 6SQNB 3I2Ay3 G2 &asi
http://www.myrecordstore.com.

https://www.myrecordstore.com/

(=]
Q L=} @ [ % ] @ @ © hups://www.myrecordstore.com/ @ |=(Qr Coogle ) E,

RECORD store

NEW RELEASES. anmisTiocaTon M Fansies M GORPORATE INFO GONTACT US

Title Bar Sidebar Title Bar Main Area

4/28/2002 - RecordStore Album Artist Style Price
hits the road! Find
RecordStore reps in your The Helen Lundy Trio Helen Lundy Trio Rock 16
town. In your favorite CD
shop. ON YOUR BLOCK.
Come hear the latest and I e vou ceen T2 Yellow Lotus Experimental 17
Have vou seen Tintin?
meet the RecordStore -_— pe
Team
@ MX Ultra Band Rock 18

Call out the Cavalry L d Rock

s
i
.
.

. The Road Less Traveled Jaenus Rock 19
!g‘- j, Porch Scriptures The Doilies Country-Folk 18
[t
ﬁ KOD) KOD) Rock 17
KOD)

RECORD store

4

Learn by exampleYou can find tutorials to help you learn the basic and advanced functions of maXecurity
products online ahttp://www.maXecurity.com

dzLJ

Once you have a maXecurity product installed, you can edit the security settings for any

domain simply by adding p2to the URL in the address has long as a policy has been
defined for that URL (tofevel domains always have a policy defined)

P

cordstore.com/

] l_______.h.n.p.s.#nmm_____ (e ]
Q o @ l‘&’ @ @http5:waw.mwecordslore,com,f_pz ? & ~(Qr Coogle ] I—b
— R
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directed to the Domain Administratn control panel.
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Domain Administration

Q = \a (X |z] @ © hutps:/ fwww.myrecordstore.com/admin/_p2/

& |+(Q- Coogle ) |u_
maxecurity(@ Domain Administration
myrecordstore.com
ROOT/admin/ «——— The policy you are currently editing
Policy 2 Help
Basic Policy

Authentication Sets
User Groups
Trusted Gookies

Advanced options

Configuration
Administrators

Protect a Subdirectory +—— Click here to set up a security policy for a new subdirectory

Logout
- ROOT

admn  +————— Navigate your site free

Roll the mouse over any
item for more infarmation,

4

Home screenTake a moment to review the Domain Administration control panel. With the left column you
can navigate through your site and have access to all the security policy functions. Cliglgthgoption

gKSY

a2YSUKAY3IZ y2G8

The security settings you create for a domain is calleBatsic PolicyAny subdirectory
under that domain will inherit the same security policy unless you specify otherwise. In

our we want

example, to

let the whole world see our

main site at

www.myrecordstore.combut the /admin pages of the web site are restricted to just

2dzNJ al t Sa
initial security policy

aitl F7o

[ SGQa

gatinfinsubdirécto® dud $et itk 2 6 6 S

@ Steps for creating a new subdirectory policy

Domain Administration

@ = @ (] |:_é‘] @ © hitps:/ jwww.myrecordstare.

com/_pz/

@& +(Qr Coogle |L

maXecurity@

Domain Administration

myrecordstore.com

ROOT/

Policy Create New Subdirectory Policy
Basic Policy ™ Enable this policy

Authentication Sets
User Groups
Trusted Cookies

Subdirectory /| admin

Authentication

Record Store Login| &

9 Protect a Subdirectory

Specify a subdirectory to be
protected, and configure its
initial palicy.

Deniod rage M/ /v myrecordstore

com/accessDenied.htm | 4] Edit | New |

Configuration
Administrators
Protect a Subdirectory User Groups

use inherited

Add/Remove

Show Inherited
Logout use inherited
+ ROOT Trusted Add/Remove
Cookies Show Inherited
ATIBUE (36 minutes.
ifetime
GET
POST
Allowed
friine Add/Remove

Inaetity 30 minutes
Timeout

Restrictions  IP Addresses | Time of Day

Create Subdirectory Policy

1. Click orProtect a Subdirectory
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2. Make sure that theenable this policyox is checked and enter the name of your
subdirectory. It should be the same as the URL after the forward slagbr the
subdrectory you want to protect. For example, to secure
http://www.myrecordstore.conadmin, type inadmin.

3. Select theAuthentication (login page) andAccess Deniegbage users will see
when trying to access this subdirectory. The choices presented here were
already created by other administrators, but you can also create your own.

4. Next, select the users who are authorized to view this subdirectory by clicking on
the Add/Remove button next to the User Groupsbox. Again, the choices
available are based on the user stores that have already been set up for your
company. Check the boxes next to the groups you authorize andd#ick

5. Finally, clickCreate Subdirectory Polgd , 2 dzQf f ©6S | a{ SR (2 Sy
ticket number that describes what you have done. This information will be
available to theAuditor for later review.

Login Screen

W O @ M m © htp: / /www.myrecordstore.com/login. htm -(Q- Google

RECORD store

You are attempting to

access a restricted area. Username [SalesRep
Only authorized
administrators can access Passwort 0 | Ko

e pages. Submit ) ( Reset

RECORD store

4

Testing your change®nce the security policy has been saved successfully, make sure it works by visiting the
URL. In our example, we navigated htip://www.myrecordstore.com/admin/and have been redirected
automatically to the login page we chose. If we enter in an inuadiername or password, we should be
redirected to the Access Denied page.

To review or make further changes to the security policy for this subdirectory, navigate
to the URL by adding p2 http://www.myrecordstore.com/admin/p2.

Setting Policies and Admistrators

If you navigate tdttp://www.mydomain.com/_p2& 2 dzQf t NBOBASg I yR aSi
for the top level of your domaim www.mydomain.conas well as all the subdirectories
contained within it. In the Domain Administration control panel, thigsejgresented by

the wordROOT
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maXecurity@

iiii cordstore.com

Policy

Basic Policy
Authentication Sets
User Groups
Trusted Cookies

Configuration
Administrators
Protect a Subdirectory

Logout

admin

Editing the security policy of a subdirectory

{2YSGAYSa @&2dzQff glyd GKS whhe¢ 2F @2dz2NJ R2Y
that they can browse your web site as usual. For your sensitive data, or for anyfpart o
82dzNJ 6S6 aAdGS GKIFG A& NBAGNROGSR G2 SyL)d 2e
set up a security policy

To add a new security policy to any directory on your web site, follow the same
procedure we used above in the sectiBteps forcreating a new subdirectory policy

With maXecurity, you edit security policies on a directoydirectory basis. Each
RANBSOG2NE o0Sft2g (GKS (2L) ftsthdiBdory dadede thel ¢ 0 A &
existing security policy for any subdirectory your web site, all you have to do is add

/| _p2to the URL.

1 ExampleTo edit the security policy to the subdirectosecure, simply navigate
to the URLhttp://www.mydomain.comnisecure/_p2
b20SY LF¥ &2dz KI Sy Qi LINB@A2dzate aSa dzJ
must first create it by going to the parent directory and clickifrgtect a
Subdirectory

YI - SOdeNRRAIRIMA Y | RYAYAAGNI 62NRa al ydz



A

2dzQf f AYYSRAIFGSTt e

5

@ Steps for editing the Basic Policy

1. From the Domain Administration panel, click Basic PolicyCheck the address
bar. Remember, you are editing the security policy for URL you see in your web
ONRgaSNRA | RRNBaa ol N

2. Make sure theEnable this policyox is checked.

3. Select theAuthentication (login page) andiccess Deniedpage users will see
when trying to access this sdipectory.

4. Next, select the users who are authorized to view this subdirectory by clicking on
the Add/Removebutton next to theUser Groupdox. Check the boxes next to
the groups you authorize and cli€K

5. Finally, clickSave Polic ., 2 dzQf f erde$a dorameft Br tickét number
that describes what you have done.

Always test your changes. Once the security policy has been saved successfully, make

sure it works by visiting the URL. If you have enabled the policy, you should be directed
to the logn screen.

You may have noticed that the Basic Policy screen allows you to set some advanced
options as well. These include trusted cookies, inactivity timeouts, IP restrictions, and
other features. Do not change these settings unless you are familiathaihfunctions.
Consult the Advanced Techniquesection of this guide or speak with your web
programmer andsecurity admirfor more information.

" IMPORTANTThe Access Denied page must be located onrgmotectedpart of your domain, or anywhere

0S LINBaSyiSR 6AGK GKS
@2dzNJ ONBRSY (Al fa | NE @ BasikFoicwRie dike@ayQf f 065

2y GKS AyGiSNYySio LT GKS LI IS 6SNB LINPGSOGSR:E e2dz ¢2d#A R

log in!
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@ Steps for removing the security policy from a subdirectory

If you ever wish to remove the security policy from a subdirectory, you can do that as
well.

1. From the Domain Administration panel, click Basic PolicyKeep in mind that

@2dz NB SRAGAY3I GKS aSOdzNAGe LRt Aoe T2N

bar.

2. To disable security for this subdirectory, uncheck the box nexErtable this
policy.

3. ClickSave Policg , 2dzQff o06S Fa{iSR (2 SyaSNI |

describes what you have done.

Remember, when you disable the security policy for a @ionor subdirectory, all users
on the internet will have unrestricted access to it.

Administrators

Domain Administrators are those who have administrative access to this domain (or
subdirectory). By default, they have permission to edit the securitcieslifor this part
of your web site tree, and any branches below. Remember, you can restrict access to
any specific subdirectory by choosiRgptect a Subdirectonandsetting itsBasic Policy

Domain Administration

[« §5] w J & @ © hups://www.myrecordstore.com/_p2/ @ +(Q- Google

maXecurity@ Domain Administration

myrecordstore.com
ROOT/

Policy 9 Administrators
Basic Policy Edit Domain Administrators

" All Registered Administrators Configured Domain Configure administrators.
Authentication Sets ben Administrators who will have permission to
User Groups elana ben edit these policies. These

Trusted Cookies Janine ken administrators may not
Jeff necessarily be able to

Y y Ken Add —-> acoess the underlying web
Contigastion steve —I resources, depending on
Administrators <-- Remaove the authorizations you
Protect a Subdirectory configure for this policy
Logout Register Additional Admins

- ROOT

admin
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@ Steps for adding a new Domain Administrator

1. From the @main Administration panel, click gxdministrators.

2.hy (GKS STl &Regiz@red AdndirisBatotshatthave alreadly been
NEIAAGSNBR® LT @2dz R2y Qi aSS {RegSterl RYAY
Additional Adminsbutton. In the dialoghat appears, search for the name of the
person you would like to add. Be sure to clickRegister Useto add this person
to the list of Registered Administrators.

3. Select a name and click on tAeldA button.

)
@ Steps for removing a Domain Administrator
1. From the Domain Administration panel, click Administrators.

2.hy GKS NAIK(G eCoufiguietl Dotn&rSAdminisatisSelect a
name and click on th& Removebutton.

Why all the comment boxes?

Comment or Ticket Number

Please enter a comment or ticket number for this action:

Added basic policyto the timesheets”
subdirectory.

Government regulations like Sarbar@zleyrequire companies to
provide an auditable trail for all administrative activity. Entering a
descriptive comment about what you are doing will allow the
Auditor to trace back any changes to the system in the case of a
security breach or government audit.
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Advanced Techniques

L) dzyUAf OGKA& LRAYyGS ¢S KI @S RA&aOdzaaSR GKS
should be comfortable with setting security policies for domains and subdirectories, and
managing administrator access. The remainder of thigley will walk you through

advanced techniques for setting authentication sets, reusable user groups, and trusted
O0221ASa GKIFG OFy 06S dzaSR o0& @e2dz2NJ O2YLJI yeQa
on an indepth knowledge of your companies LDAP setugeiRe your Security admin
F2NIAYF2NNIGA2Y F02dzi GKS &aLISOATAOaA 2F & 2dz

Authentication sets

With maXecurity products, you have the flexibility to set up as many web sites as you
need, as well as the ability to give each a differe~*

look, feel and security process. To make your | An aUthentication S€

easier, you may want to group commo |S a collection of wel

authentication configurationgnd reuse them across .
. . pages and user logi
all your domains. For instance, you can create

Authentication Setthat includes a specificepository configurations that

of users along with a matching login page, acct you can reuse
denied page, and so on.

a
@ Steps for creating a new Authentication Set
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