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Introduction

Web-based applications provide instant access to the tools and information necessary

for your company to function efficiently. But as more and more sensitive data is made
available to employees and customers usihg web browser, security technologies like

web access management become increasingly important. The maXecurity product suite
FNRY tHu {SOdNRGE 62Nyl a 6A0GK @2dzNJ O2YLI yeQ
access to sensitive data.

This guide discussesxactly how maXecurity ensures the security of your protected
resources, as well as four approaches to help you deploy maXecurity appliances within
your existing company infrastructure. It also details some of the special features built
into the maXecurityproduct suite, including Single Sign, TrustMapping and Trusted
Cookies. Taking advantage of these features will allow you to incorporate robust
security enhancements into new or existing web applications.

Understandingthe Functional Architecture ofnaXecurity

The maXecurity appliances take a central place in your-besed environment,
managing access into and out of your systems. The appliances can also double as a
firewall or DMZ for your web and application servers. To scale the system to function
within your company infrastructure, you only need to add more maXecurity appliances.
Each appliance works in conjunction with your existing infrastructure products, meaning
seamless integration with any DNS, router, or switelsed loaebalancing or faileer
product.

Based on your network traffic and the quantity of users you serve, a maXecurity
representative can recommend the ideal setup and number of appliances necessary for
your environment. As your needs change, you can shuffle or add maXecuriigrejes

to react to shifting network demands.

This following diagram shows how maXecurity appliances integrate into your existing
infrastructure:
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Functional architecture diagramNotice that the maXecurity appliance fits into the center of the network
environment. All HTTP requests pass through the appliance before reaching your web/application servers.
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HTTP Client; On the left of the diagram, HTTP client refers to the web
browsern or any HTTP or HTTPS clietliat makes a web requesifo ensure
the security of your web servers and applicatioai, HTTP requests must go
through the maXecurity appliance before being passedo your protected web
servers and applications (on the right of the diagram).

Policy Storec The policy store is an LDARs@mpliant directory that will store
information about which domains to protect, credentials to log in, and other
configuration ifformation. When the maXecurity appliance boots up, it connects
immediately to the policy store using simple credentials (hame and password) or
digital certificates. Because all appliances refer to the same policy store, you will
never need to worry aboutysichronizing settings from one machine to another.

User Storeg; A user store is a repository of information about users and groups
stored on an LDAP server. All maXecurity products support indsistnglard
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LDAP servers, including Microsoft Active Dwmegt Novell eDirectory, Sun
Directory Server, and RACF (with z/OS LDAP). User stores that you configure are
available for all domains for authentication and authorization purposes.

HTTP Protected Resources (Domaiq¥)n the far right of the diagram areoyr

O2 YLJ y &-énd web Isédvers and applications. Because all HTTP requests
must pass through the maXecurity appliance, only authenticated, authorized
web requests will reach your protected resources.

In summary, maXecurity appliances stand between theb browser and your
O2YLIl yeéQa ¢S0 aSNUSNE® ¢KSe& tAadSy F2NI I ¢¢
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Approaches to integrating maXecurity with your existing
infrastructure

The goal of the functional architecture describén the preceding section is for a
maXecurity appliance to look like the web server to a web browser, and to look like a

web browser to the web server. By working seamlessly with both, the maXecurity

' LILXE A yOS GNI yaLl NBydf @ y®leyF EanisSaichitecudzia) O 2 Y LJ
remain secure, it is imperative that the maXecurity appliances intercept, authenticate,

and authorizeall web requests (HTTP/S) before passing them on to the -badk

servers creating the Secure Zone depicted in the jpoeg diagram It is also necessary

to secure the policy store, which holds credentials and other critical configurations.

There are a number of approaches you can employ to achieve this secure architecture
GAGKAY @2dzNJ O2 YLI y @& Q& ur éethodsiiakey detaildd yinF ik & G NHzC
deployment guide. Specifically:

1. Web Server Access Control Lists (AGL3his approach works by configuring
your protected web servers to accept HTTP/S requests only from the IP address
of the maXecurity appliances, and/@xclusively accepting requests using the
digital certificates installed on the appliances.

2. Applicationlayer Firewallc This approach involves setting up a special network
segment (Web services network). Though the bawc# servers will remain
connected2 & 2dzNJ O2YLI yeQa AYyaSNYylrft ySig2N]
web requests only from the maXecurity appliance.

3. Network Firewalling ¢ Another method involves employing a netweddvel
firewall (Cisco PIX, Check Point, SonicWALL, etc.) so thahlthevay to get to
the Web services network is from the DMZ network. The maXecurity appliances
must be the only devices on the DMZ network for this to function properly.

4. Hybrid Approachg This last approach is a combination of the applicatayer
and network firewalls. The network firewall permits only certain clients to get to
the maXecurity appliance on the DMZ, while the maXecurity appliance acts as an
applicatiortlayer firewall to allow access to the web servers.

You will also use methods similartteese for securing the policy store.
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Approach 1: Web Server Access Control Lists

Using Access Control Lists (ACLS) is a straightforward way to ensure that web requests to
your backend servers come exclusively from the maXecurity appliance. It works by
configuring your protected web servers to accept requests only from the IP addresses
and/or the devices using the digital certificates of the maXecurity appliances.

IISAdmin Prupef_t__‘ E ﬂﬂ
“irtual Directory | Documents  Directory Secuiity | HTTP Headelsl Customn EIIOISI
|—Annnymnus access and authentication control |
IP Address and Domain Name Restrictions x|
IP Address Access Restiction
By defaul, all computers will be: J € Granted Access
Except thoze listed belaw: @ ' Denied Access
Aocess | |P Address [Mask)/Comain Name I
& Granted @ 1nz287 LI
Remove
Edit..
Ok I Cancel | Help |
| Edit | |

Ok | Cancel | Apply | Help

ACL with Microsoft 1ISConfigure the web server to
connections exclusively from akecurity

accept
appliances to enforce security policies.

Internal Network

Administrator

maXecurityE
% appliances

Web / App Server

S

Web / App Server

Administrator

Depending on your web server software (Microsoft 11S, Apache, Sun, etc.) the steps
involved may differ slightly, but the approach is identical. Client workstations,
administator workstations, maXecurity appliances and web/applications servers all
reside on the same internal network. However, eacls 6
restricted to allow only maXecurity appliances to make HTTP/S requests to the

web/applicationservers.

AaSNIUSNRa | 00Saa

ACLs may be configured using IP address, orSB mutual authentication. All
maXecurity appliances have a unique X.509 certificate.
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Approach 2:Using maXecurity as aApplication-layer Firewall

Each maXecurity appliance has four Gigabit Eteemterfaces. Each can be set up to
O2yySOG (2 RAFFSNBY(d yStég2N]lad ¢KAA | LILINE
ASNDAOSa ySig2N) z¢ GKAOK (GKS YI - SOdz2NRG @
web/application servers are then configured to listen only FBFTP/S requests on the

special Web services network. The result is that the only way for clients on the external
network to access web resources is via the maXecurity appliances.
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Application-layer Firewall. The only way for x¢ernal clients, as well as clients and administrators on the
internal network, to access web resources is via the maXecurity appliances.

For administration purposes, maXecurity appliances and web/application servers are
also connected to the internal nebrk. As you can see from the diagrathpugh the

backSYR &aSNWSNE ¢gAff NBYFIAY O2yySOGSR G2 &2
traffic, they will receive web requests only from the maXecurity appliance.
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Approach 3:Network Firewalling

Another mehod involves employing a netwoilkevel firewall Cisco PIX, Check Point,
SonicWALL, efcso that the only way to reach the Web services network is from the
DMZ network. The maXecurity appliaseaust be the only devices on the DMZ network
for this to furction properly.
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HTTP Traffic to
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At least four networks must be set up for this approach to functiBmternal network DMZ network
dedicatedWeb services networkand theinternal network.

A network firewall is connected to all four netvks. External clients are connected to
the external network only. The maXecurity appliances are connected to the DMZ
network only. Web/application servers are connected to the Web services network, and
are configured to listen for HTTP/S requests on tre$work only. On the internal
network, internal clients and administrators are connected as usual. For administration
purposes, maXecurity appliances and web/application servers are also connected to the
internal network.

The network firewall is configudeto allow connections to the Web services network
only from the DMZ network; all other connection attempts for Web services will be
denied. The network firewall must also be configured to allow connections to the DMZ
network from both the external or int@al networks.
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Approach 4:Hybrid Applicatiorlayer and Network Firewalling

This last approach is a combination of applicaf@yer and network firewalling. The
network firewall permits only certain clients to get to the maXecurity appliancethe
DMZ,while the maXecurity appliansect as applicatiotayer firewals to allow access

to the web servers. This approach has the advantage of sharing responsibility between
the network firewall and the DMZ.
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At least four network must be set up for this approach to functioBxternal network DMZ network
dedicatedWeb services networkand theinternal network.

A network firewall is connected to the external network, DMZ network and internal
network. Note that in this setup, # network firewall isnot connectedto the Web
services network. External clients are connected to the external network.
Web/application servers are connected to the Web services network, and are
configured to listen for HTTP/S requests on this networlg.onl

Internal clients and administrators remain connected to the internal network. For
administration purposes, maXecurity appliances and web/application servers are also
connected to the internal network. The network firewall is configured to allow
connedions to the DMZ network from the external or internal networks. The only way
for clients on the external network, as well as clients and administrators on the internal
network, to access web resources is via the maXecurity appliances.
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Securing the Polic Store

Recall that the policy store is an LDAfwe&pliant directory that stores information
about which domains to protecpolicies to enforceand other important configuration
information. Because the maXecurity appliance connects immediately to dieyp
store when it boots, it is imperative that the policy store be secured as well.

The simplest approach is to use Access Control Lists. In the same way we used ACLS to
restrict access twveb servers we can do the same on the LDAP directory server.

Securing the policy store with ACLEBhe only LDAP client that should be allowed to write to the policy store is
the maXecurity appliance.

¢tKAa OFy o6S |002YLX A&aKSR ,dsing yisIBIND kDS| arld LILIE A |
password, or by requiring SSL mutal authentication. Remember, all maXecurity
appliances have a unique X.509 certificater additional security, you may choose to

use a networKevel firewall as well.
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