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Typographic conventions used in this manual

Bold
Button and text box names, as well as Admin types are in bold.

Italic
Web site addresses (URLSs) are italicized.

Red
Generally used for attributes and examples ygpd in.

@

Indicates steps to take for performing a particular function.
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Introduction

Companies are increasingtyaking sensitive data available to employees and customers

using webbased applications. The web browser has made online access to personal

data incredibly convenient, but it has also rendered security technologies like web
access management increasingiyiportant. The maXecurity product suite from P2
{SOdzNRG& 62N)l & GAGK @2dzNJ O2YLI yeQa AYyTFNIFai
sensitive data.

Understanding how maXecurity products work in your company

Because many companies are now subject to Saeb®xley, PCI, HIPAA and other
emerging regulatory requirements, maXecurity products have been designed to
aSANBIALGS ¢SS0 O00Saa YIFylFr3asSyYSyid AyaG2 F2dzNJ
LI & & ¢ 2 NR I four adiis tydes ecNBith a specific rei

- Infrastructure adming Performs the initial setup of domains and permissions.

- Security adming Configures encryption algorithms, handles digital certificates,
and sets up and maintains the user stores (LDAP servers).

- Domain adming Maintains authorizabns for web page access.

- Auditor ¢ Creates reports, investigates security breaches, and reviews
compliance withSarbanegOxleyand other regulatory requirements.

9FOK FTRYAY A& |ofS G2 LISNF2NY (GKS NREtS | &
gain acess to the whole system, make changes and cover their tracks. This means that
maXecurity products are both secure and hassle free in the case of compliance and

audit reporting. This is also the reason why you will be asked to write a comment or
specify aninternal ticket each time you make an important change to the system. Each
change is recorded and can be called upon later byAthéitor to review the complete

history of web access management changes that have taken place at your company.
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Adding the maXecurity appliance to your network

¢CKS FANRG adSLI Ay FTRRAY3I | YI - SOdzNRG& LI
place it on the network. This requires the appliance to be properly configured ft? its
Address, Network Masind Gateway

Each maXecurity appliance has the following default settings:

Factory defaults

IP Address 10.1.1.250
Network Mask 255.255.255.0
Gateway 10.1.1.1

If your network works with these defaults, you can continue directly to the Bootstrap
Wizard and use the welnterface to complete the setup of your maXecurity appliance.
If you need to modify any of these settings in order to get the appliance on your
network, you can do so using the LCD panel on the front of the maXecurity appliance.
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Using the LCD front pamheYou can configure the IP Address, Network Mask and Gateway of the maXecurity
appliance using the LCD front panel.
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@ Steps for configuring the IP Address, Network Mask, and Gateway

Note: At any time during this setup process, you can reset your chdnygeressing the
Escapéoutton.

Escape Select
LCD Front Panel Controls

1. Press theescapéutton on the front panel to enter th@©ptionsmenu

2. Use theUp and Down buttons on the front panel to scroll through the menu
FindNetwork optionsand press th&Selectbutton.

3. Use theUp andDown buttons again to choosH® AddressPressSelect

4. Use theUp, Down, Left, and Right buttons to configure the IP Address of the
appliance. When complete, presselectto confirm the new IP Address and
return to the Network optionsmenu.

5. Scroll through theNetwork optionsnenu, choosdP Netmaslkand pressSelect

6. Configure the Network Mask of the appliance using thg Down, Left, and
Right buttons. PressSelectto confirm the Network Mask and return to the
Network optionsnenu.

7. Scrollithrough theNetwork optiongnenu, choosdP Gatewaynd pressSelect

8. Configure the IP Gateway of the appliance usingUipe Down, Left, and Right
buttons. PressSelectto confirm the IP Gateway and return to thdetwork
optionsmenu.

9. You have now succsklilly configured the IP Address, Network Mask, and
Gateway for the appliance. Press tBscapdutton.

10.You will be prompted to apply your changes. Use ltheand Down buttons to
chooseYes Press the&selectbutton to confirm your changes.
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The BootstrapWVizard

The first time you set up a maXecurity product, or whenever you do a factory reset, you

will encounter the Bootstrap Wizard:his simple welinterface will walk you through

the two-step process required to have a maXecurity appliance up and runwihgn

@2dzNJ O2YLIl yeQa AYFNF adNHzOGdzNEP { LISOAFAOLN £ ¢
and 2) register the appliance with the policy store. If this is the very first appliance you

are adding to your company infrastructure, you will have the addeetone step of

setting up the policy store and designating iaitial Security Administrator.

The process is quick and straightforward, but it may be helpful to usegthde as a
reference whenever you need to add or replace an appliance on your nketwomfter
performing a factory reset.

Accessing the Bootstrap Wizard

To access the Bootstrap Wizard, use your web browser to navigate to thbdsedl on
the IP Address of the appliance

& Bootstrap Wizard - Windows Internet Explorer

@.\ .= | & htips://192.168.3.51:8443/Bootstrap/ v | b Certificate Error || ##|| X P~

Accessing the Bootstrap Wizar@he URL to access the BoagtiVizard is:
https://<IP address>:8443/Bootstrap

Note that you must connect over SSL udgigps and thatyou mustuse port number
8443 The nonstandard port number is an extra precaution as the box is still in an open
state with no security in place.

Also note that you may get a certificate warning because the internal certificate is self
signed. Cliclcceptto continue with the setup process
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@ Step 1: Configuring Network Settings

@ v | https://192,168.3,51:8443 Bootstrap/ v [ certheate Emor | 42| [ X

{2 Bootstrap Wizard - Windows Internet Explorer o =]]

o

Fle Edt View Favorites Tools Help &
!

9 40 | @ Bootstrap Wizard - B - & v [=page - (G Tods ~

maXECLl'rify@ maXecurity Bootstrap Wizard

Step 1: Configure Network Settings & Step 2: Register with Policy Store

. i D Heip
Fully Qualified Domain Name:

Roll the mouse over any tem for more
information.

DNS Server(s): | 192.168.3.160

NTP Server: time.nistgov

NIC 1 O nic 3
IP Address:||182.165.351
Network Mask: | 255.265.255.0

Gateway:|192.168.3.1

O Nic 2 O NiC4

@ mntemet F100%

1. Enter in theFully Qualified Domain Namgou want to use forliis maXecurity
appliance. All administrators will use this address to access the appliance from
the web browser.
2. Enter yourDNS Server(sYhis is the IP address of the DNS server(s) reachable by
network interface NIC 1, and is required to resolve DNS safoe the user
stores, policy stores, and your baekd web servers. You can enter up to three
DNS servers
3. Select anNTP Time ServeA time server is used to ensure an accurate time
stamp for all events and modifications, as well as to keep the aught ilo sync
between appliances. The default time servettiise.nist.gov, but you can use
@2dzNJ O2Y LIl yeQa 20Kt GAYS ASNIISNI AT @& 2dz
4. Enter thelP Settingdor the appliance:
a. Check the box of each network interface (NIC) you want to N$€. 1
must alwa/s be enabled because it is the interface used to connect to the
policy store and access the administration application.
b. Enter in thelP AddressNetwork Maskand Gateway If you are unsure
I 6 2 dzi Iy & 27T GKSasS @I tdsSSaz 02y il C
administator.
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IP Settings @ @
VI NIC 1 [ NIC3
IP Address|[192.168.2.107 | | 10.1.3.250
Network Mask|[255.255.255.0/| | 255.255.255.0 E ] E ]
Gateway|[192.168.2.1 ||| 10.1.3.1
[ NIC 2 [ NIC4 L J L J
IP Address| 10.1.2.250 10.1.4.250
Network Mask| 255.255.255.0 | | 255.255.255.0
Gateway| 10.1.2.1 10.1.4.1 @ @

Four NIC portsThere are four Network Interface Controllers (NIC) on the back of each maXecurity appliance,
two on the top and two on the bottom.

5.2 KSy &2 dzQNEB Canfindetoamiive Brto thie inexiGtep.

@ Step 2: Register with the dticy Store

{2 Bootstrap Wizard - Windows Internet Explorer

Qw- | https://192.168.3.51:

[ certeate Error |42/ X | |

X

Ele Edit Vew

Favorites  Tools  Help

&3 RoboForm ~ 3 Logins + 33 (passcards) | Kken | 3 save

w [@Bomsnan\'wzam

Host: |

lil f"} T D m v Q}'EEQE = i Tools ~ o
; A - -
mamcur,t m maXecurity Bootstrap Wizard
Step 1: Configure Network Settings ® Step 2: Register with Policy Store
) D help
Connection Parameters

| Port: | | Cuse SSL Rollthe mouse over any tem for more
information.
Simple Credentials
DH: | | Password: | |
Certificate Credentials
Use Intemal Cert:Cl : com,0U: 0=P2
[ GeneratecsR o J[___ImponSignedCSR & |

Validate Connection &

Add to Cluster

Create New Cluster- | [

Cluster Name

Replace Existing Appliance:

@ mternet 0% -

1. Enter in theConnection Parameterto connect to the policy store

a. TheHostcan be a DNS name or IP address.
b. ThePortis typically389for clear text connections ang36for SSL.
C.

If you want to connect using a secure connection (recomueel), check
the box labeledJseSSL
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d. If you are unsure of thBaseinformation that identifies the policy store,
consult your LDAP administrator.

2. Select the method tauthenticateto the policy store. You can chooS&mple
Credentials(DN and passwordyr Certificate Credential§i 2 dza S G KS | LILIX
unique builtin digital certificate. Digital certificates are more secure than simple
credentials and are highly recommended

a. Simple Credentialsg If the maXecurity appliance uses a name and
password to conect to the policy store, entethe DNO ¢ RA a (0 A y 3 dzA &
Y I YS ¢ (Passwgr This DN and password combination can be the
same for every maXecurity appliance, or you can assign a different one
for each box for added security and to see which box has loggedhe
policy store.

b. Certificate Credentialg; To enable certificate credentials, check the box
labeled Use internal cert Click onGenerate CS® create a Certificate
Signing Request. Copy the code, which must be signed by your Certificate
Authority (&\). Remember, until you get the certificate signed, users will
see certificate errors when trying to connedince you receive the signed
certificate, clickimport Signed CSRPaste the code into the dialog that
appears and clickK

3. Clickvalidate Connedbn to ensure your settings are functioning propetlythis
Ad GKS @SNE TFANBO YI-SOdaNARGEe LI ALFYyOS
network, you will receive the following dialog after validating the connection to
the policy store:

Windows Internet Explorer

] Connection to the Policy Store was successful, but it is not currently initialized.
. After creating an initial Cluster you will be prompted to define the initial Security Administrator, This is a 1-time extra configuration step.

Firsttimers. After setting up the cluster information, you will be directed $tep 2ato create the External
Authentication Store and register the initial Security Administrator. See the next section of this manual for
specific instructions.

4. Enter the cluster informabn. Every maXecurity appliance must belong to a
cluster as a way of grouping and administering appliances from a single
interface.Consult the Infrastructure Administration manual for more information
about clusters.

a. Add to Clusterg If you have alreadget up the cluster you need, you can
select it from the dropdown menu. Enter the cluster password when
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prompted. Clickedit Servicesf you want to configure IP addresses for
your web sites now so that the appliance can immediately begin listening
for HTP/S requests.The Edit Services step is optional and can be
configured later through the Infrastructure Administration interface

b. Create New Cluste¢ Choose this option to create a new cluster for the
maXecurity appliance. If this is the first applianceyour network, it will
be the only option available.

I. Cluster Name; An identifying description, likelew York Officeor
Research and Development

ii. Cookie Domairg This is the domain for setting trusted cookies for
single sigron. Remember to precede the dwoain with a period
(e.g..company.comn). For more information about trusted cookies,
4SS GKS 52YIFAYy ! RYAYAAUNr G2NRa Yl

iii. Cluster Password¢ The cluster password guarantees the
unigueness of a cluster and will prevent someone from adding an
appliance to he network without your knowledgeTake care not
to forget this password, as you will need it whenever you want to
add more appliances to the cluster.

c. Replace Existing Applianc&his option will allow you to upgrade or
replace your maXecurity appliancé&shoose an appliance from the drop
down menu and all settings will migrate to the new appliance.

5.2 KSy @2 dzQNB Savk & Rebdols R>2 dXi1fAfO16S Fal SR G2
or ticket number that describes what you have done.

The maXecurity appliance Wgave the settings you have entered and reboot. This
process takes approximately 30 seconds. Once complete, you will be automatically
redirected to the Security Administration control panel.

@ Step 2a: Defining the Initial Security Administrator

Step2a is a ondime task necessary only for the first maXecurity appliance you install

2y @2dzNJ O2YLJ ye Qa ySi g 2éreal Autlientidayiod Stor@Sa & S
which will hold all the logincredentials and other configuration information for
maXecuity administratorg as well as defining the initial Security Administratbhe

Security adminis the only person who will be able to connect to the appliance and
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access the administration control panel once you complete the Bootstrap Wizard. It will
then be the{ S O dzNJ { &espbrikiMlily yoQeyister other Security Administrators, as
well as the initialinfrastructure adminsand Auditors, all of whom must reside in the
External Authentication Store.

(2 Bootstrap Wizard - Windows Internet Explorer (=0 3]
[ & hittps:/{192. 168.3,51:8443/Bootstrap, v | certificate Error | *# || X Pl
Fle Edit View Favorites Iooks Help & RoboForm + 3 Logins + I3 (passcards) | GPken | gFSave @@ Generate
5 | @@ sootstrap Wizard B B & [ Tool
-
; ) - -
ma. Cur,ty m maXecurity Bootstrap Wizard
Step 1- Configure Network Settings ® Stap 2 Register with Policy Store
& Step 2a: Define Initial Security Administrator
9
Create External User Store Continue
Host Port: [Use ssL

Base Scope:|ONE | Attribute
O Ananymous Credentials
O Simple Credentials
Bind DN
Password
O Use Intermal Cert:Cl com.OU 0=P2
[ GenerasCSR f  |[__ImporSignedCSR A& |

Change This method BINDs as the authenticated user
Password |User Modify ~ | and then performs an LDAP modify on the
Via userpassword attribute

Confirm Connection &

Register Initial Security Administrator

v

@ Internet. H 100% v

Done

Step 2a.The purpose of this onttme step is to teate the External Authentication Storethat that all

maXecurity administrators, including the init@écurity admin will authenticate against when logging in to
the administration control panels

1. Enter in theconnection parameters to the user store. Rember, theSecurity

admins Infrastructure admins Domain admins and Auditors must all reside in
this user store

a. TheHostcan be a DNS name or IP address.
Portis typically389for clear text connections an@i36 for SSL.
If you want to connect using secure connection (recommended), check
the box labeledJseSSL

d. If you are unsure of thd8ase SCOPENd Attribute information that
identify the user store, consult your LDAP administrator.

2. Choose theredentialstype used to log in:

a. Anonymous Credentéils ¢ No user name or password is submitted. This
option offers little security and is not recommended.

b. Simple Credentialg Type in the fulBind DNO ¢ RA a § A y 3dzA 4 KSR
the ID of the maXecurity appliance. Because this type of authentication
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10

requires sending a name and password, it is highly recommended that
you use SSL when choosing this option.

c. Use Internal Cert¢ Uses the internal certificate unique to each
maXecurity appliance.This is easiest and most secure way to
authenticate and is therefordnighly recommendedClick onGenerate
CSRo create a Certificate Signing Request. Copy the code, which must
be signed by your Certificate Authority (CRemember, until you get the
certificate signedyou may not be abléo connectto the user storeOne
you receive the signed certificate, clitkaport Signed CSRPaste the
code into the dialog that appears and cliokK

3. Choose the method used f@hanging Passwords your LDAP server:

a. User Modify¢ The maXecurity appliance will log in to the servethas
user to change a password. This is the most common methodology
among LDAP servers.

b. Admin Modify ¢ Logs in with admin credentials to change the user
password.

c. Extended Operation¢ Performs an LDAP extended operation. This is
common on Sun Directory Sers.

d. Active Directory¢ Logs in with admin credentials and performs an LDAP
modify in the way that Active Directory expects.

e. BIND Modify ¢ Authenticates as the user in the way IBM mainframes
using z/OS LDAP expect.

4. ClickConfirm Connectiorio ensure youssettings are functioning properly.

5. Finally, your musRegister the Initial Security AdministratorThe user name
Attribute (e.g.uid) you entered above is automatically placed in the box on the
left. Enter the name of the person you want to register anck@earch A dialog
box will appear to confirm the login details of the user you are registering.

6. 2 KSYy &2 dzQNB Savk & Rebdols R>2 dXifAfO16S FalSR G2
or ticket number that describes what you have done.

The maXecurity applianceill save the settings you have entered and reboot. This

process takes approximately 30 seconds. Once complete, you will be automatically
redirected to the Security Administration control panel.
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First steps for the Security admin

hy OS @& 2 dzQ @ Se Bo@stagiwedrdard clickhve & Rebogtthe appliance
will automatically redirect your web browser to the Security Administration control
panel. In the future, you caaccess the control panel at any time by navigating to the
URLbased on the fully galified domain name (FQDNpu set up in the Batstrap
Wizard.

o~

Security Administration
W @ x Ohttps:f}maxecurityS.mwompanv.comeecur@ Google

Logging in as a Security admiviou will set the URL in the Bootstrap Wizard. The default is
https://<domain>/Security/

) [4)

Note that you must always connect over SSL ubitgs. Once you Ig in with your
credentials, you will see the Security Administration home screen.

Security Administration

@ @ © ) [ A © nups:/maxecuritys.mycompany.com/Security/

& +(Q~ Google

maXecurity@

security administration | infrastructure administration | auditing

Configuration

Policy Store

Global Security Settings
User Stores

Security Administration

9 Help

Roll the mouse over any item for
more information

TrustMapping™

Certificates
Internal Certificate
Domain Certificates
CertMapping

Administrators

Security Administrators
Infrastructure Administrators
Auditor Administrators.

Logout

Take a moment to review the Security Administration control pafleé controls on the
left allow you toreview your configurations, manage certificates and add or delete
administrators.In some companies you may be serving as bothSkeurity adminand
Infrastructure admin or Auditor. For your convenience you can use the navigation
buttons at the top to move from one application to another and thegoutoption to

end yar sessionL ¥ & 2 dzZQNB S @& dddtrolzpandl fartctiohnoted tRedaélp
box on the right.
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Signing the Internal Certificate

Digital certificates are electronic credentials used to ensure the identity of individuals
and computers on your network.oF the certificate to be valid, it must be issued by a
recognized certification authority (CA) like VeriSighawteor xCert.Within your own
network you may also issue your own certification.

The internal certificate is used to secure connections tadministrative functions as
well as to connect to the policy store. ltgenerated every time you do a factory reset of
the maXecurity appliancd&kemember, until you get the internal certificate signed, users
will see certificate errors when trying t@onect.

@ Steps for signing the default Internal Certificate

1. From the Security Administration panel, clicklaternal Certificate

2.LF @e2dz KIFI@SyQid FfNBFRe O2YLX SGISR (GKSA&S
Generate CSB create a Certificate @ning Request. Copy the code, which must
be signed by your Certificate Authority (CAnce you receive the signed
certificate, clickimport Signed RequestPaste the code into the dialog that
appears and clickmport.

3. The box labeledCA Certificatesontains a list of trusted Certificate Authority
certificates To add an additional certificate, click emport CA Cert Paste the
code into the dialog box that appears and cliciport.
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