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Typographic conventions used in this manual 
 
Bold 
Button and text box names, as well as Admin types are in bold. 
 
Italic 
Web site addresses (URLs) are italicized. 
 
Red 
Generally used for attributes and examples you type in. 
 

 
Indicates steps to take for performing a particular function.  
 

1.  
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Introduction 

Companies are increasingly making sensitive data available to employees and customers 

using web-based applications. The web browser has made online access to personal 

data incredibly convenient, but it has also rendered security technologies like web 

access management increasingly important. The maXecurity product suite from P2 

{ŜŎǳǊƛǘȅ ǿƻǊƪǎ ǿƛǘƘ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǘƻ ǇǊŜǾŜƴǘ ǳƴŀǳǘƘƻǊƛȊŜŘ ŀŎŎŜǎǎ ǘƻ 

sensitive data.  

 

 

Understanding how maXecurity products work in your company 

Because many companies are now subject to Sarbanes-Oxley, PCI, HIPAA and other 

emerging regulatory requirements, maXecurity products have been designed to 

ǎŜƎǊŜƎŀǘŜ ǿŜō ŀŎŎŜǎǎ ƳŀƴŀƎŜƳŜƴǘ ƛƴǘƻ ŦƻǳǊ ŘƛǎǘƛƴŎǘ ŦǳƴŎǘƛƻƴǎΦ LƴǎǘŜŀŘ ƻŦ ƻƴŜ άƳŀǎǘŜǊ 

ǇŀǎǎǿƻǊŘΣέ ǘƘŜǊŜ ŀǊŜ four admin types, each with a specific role: 

 

- Infrastructure admin ς Performs the initial setup of domains and permissions. 

- Security admin ς Configures encryption algorithms, handles digital certificates, 

and sets up and maintains the user stores (LDAP servers). 

- Domain admin ς Maintains authorizations for web page access.  

- Auditor ς Creates reports, investigates security breaches, and reviews 

compliance with Sarbanes-Oxley and other regulatory requirements. 

 

9ŀŎƘ ŀŘƳƛƴ ƛǎ ŀōƭŜ ǘƻ ǇŜǊŦƻǊƳ ǘƘŜ ǊƻƭŜ ŀǎǎƛƎƴŜŘΣ ōǳǘ ƴƻǘ ǎƻƳŜƻƴŜ ŜƭǎŜΩǎΦ bƻ ƻƴŜ Ŏŀƴ 

gain access to the whole system, make changes and cover their tracks. This means that 

maXecurity products are both secure and hassle free in the case of compliance and 

audit reporting. This is also the reason why you will be asked to write a comment or 

specify an internal ticket each time you make an important change to the system. Each 

change is recorded and can be called upon later by the Auditor to review the complete 

history of web access management changes that have taken place at your company. 
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Adding the maXecurity appliance to your network 

¢ƘŜ ŦƛǊǎǘ ǎǘŜǇ ƛƴ ŀŘŘƛƴƎ ŀ Ƴŀ·ŜŎǳǊƛǘȅ ŀǇǇƭƛŀƴŎŜ ǘƻ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛǎ ǘƻ 

place it on the network. This requires the appliance to be properly configured for its IP 

Address, Network Mask and Gateway.  

 

Each maXecurity appliance has the following default settings: 

 

 Factory defaults 

IP Address 10.1.1.250 

Network Mask 255.255.255.0 

Gateway 10.1.1.1 

 

If your network works with these defaults, you can continue directly to the Bootstrap 

Wizard and use the web interface to complete the setup of your maXecurity appliance. 

If you need to modify any of these settings in order to get the appliance on your 

network, you can do so using the LCD panel on the front of the maXecurity appliance.  

 

 
Using the LCD front panel. You can configure the IP Address, Network Mask and Gateway of the maXecurity 
appliance using the LCD front panel. 
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 Steps for configuring the IP Address, Network Mask, and Gateway 

 

Note: At any time during this setup process, you can reset your changes by pressing the 

Escape button. 

 
LCD Front Panel Controls 

 

1. Press the Escape button on the front panel to enter the Options menu.  

2. Use the Up and Down buttons on the front panel to scroll through the menu. 

Find Network options and press the Select button. 

3. Use the Up and Down buttons again to choose IP Address. Press Select. 

4. Use the Up, Down, Left, and Right buttons to configure the IP Address of the 

appliance. When complete, press Select to confirm the new IP Address and 

return to the Network options menu.  

5. Scroll through the Network options menu, choose IP Netmask and press Select. 

6. Configure the Network Mask of the appliance using the Up, Down, Left, and 

Right buttons. Press Select to confirm the Network Mask and return to the 

Network options menu.  

7. Scroll through the Network options menu, choose IP Gateway and press Select. 

8. Configure the IP Gateway of the appliance using the Up, Down, Left, and Right 

buttons. Press Select to confirm the IP Gateway and return to the Network 

options menu. 

9. You have now successfully configured the IP Address, Network Mask, and 

Gateway for the appliance. Press the Escape button. 

10. You will be prompted to apply your changes. Use the Up and Down buttons to 

choose Yes. Press the Select button to confirm your changes. 
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The Bootstrap Wizard 

The first time you set up a maXecurity product, or whenever you do a factory reset, you 

will encounter the Bootstrap Wizard. This simple web-interface will walk you through 

the two-step process required to have a maXecurity appliance up and running within 

ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ {ǇŜŎƛŦƛŎŀƭƭȅΣ ȅƻǳ ǿƛƭƭ мύ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƴŜǘǿƻǊƪ ǎŜǘǘƛƴƎǎ 

and 2) register the appliance with the policy store. If this is the very first appliance you 

are adding to your company infrastructure, you will have the added one-time step of 

setting up the policy store and designating an initial Security Administrator. 

 

The process is quick and straightforward, but it may be helpful to use this guide as a 

reference whenever you need to add or replace an appliance on your network, or after 

performing a factory reset. 

 

 

Accessing the Bootstrap Wizard 

To access the Bootstrap Wizard, use your web browser to navigate to the URL based on 

the IP Address of the appliance.  

 

 
Accessing the Bootstrap Wizard. The URL to access the Bootstrap Wizard is: 
 https://<IP address>:8443/Bootstrap/  

 

Note that you must connect over SSL using https and that you must use port number 

8443. The nonstandard port number is an extra precaution as the box is still in an open 

state with no security in place.  

 

Also note that you may get a certificate warning because the internal certificate is self-

signed. Click Accept to continue with the setup process. 
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 Step 1: Configuring Network Settings 

 

 
 

1. Enter in the Fully Qualified Domain Name you want to use for this maXecurity 

appliance. All administrators will use this address to access the appliance from 

the web browser. 

2. Enter your DNS Server(s). This is the IP address of the DNS server(s) reachable by 

network interface NIC 1, and is required to resolve DNS names for the user 

stores, policy stores, and your back-end web servers. You can enter up to three 

DNS servers.  

3. Select an NTP Time Server. A time server is used to ensure an accurate time 

stamp for all events and modifications, as well as to keep the audit logs in sync 

between appliances. The default time server is time.nist.gov, but you can use 

ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƭƻŎŀƭ ǘƛƳŜ ǎŜǊǾŜǊ ƛŦ ȅƻǳ ǇǊŜŦŜǊΦ 

4. Enter the IP Settings for the appliance: 

a. Check the box of each network interface (NIC) you want to use. NIC 1 

must always be enabled because it is the interface used to connect to the 

policy store and access the administration application. 

b. Enter in the IP Address, Network Mask and Gateway. If you are unsure 

ŀōƻǳǘ ŀƴȅ ƻŦ ǘƘŜǎŜ ǾŀƭǳŜǎΣ ŎƻƴǘŀŎǘ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƴŜǘǿƻǊƪ 

administrator. 
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Four NIC ports. There are four Network Interface Controllers (NIC) on the back of each maXecurity appliance, 
two on the top and two on the bottom. 
 

5. ²ƘŜƴ ȅƻǳΩǊŜ ŦƛƴƛǎƘŜŘΣ ŎƭƛŎƪ Continue to move on to the next step.  

 

 

 Step 2: Register with the Policy Store 

 

 
 

1. Enter in the Connection Parameters to connect to the policy store.  

a. The Host can be a DNS name or IP address.  

b. The Port is typically 389 for clear text connections and 636 for SSL.  

c. If you want to connect using a secure connection (recommended), check 

the box labeled Use SSL.  
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d. If you are unsure of the Base information that identifies the policy store, 

consult your LDAP administrator.  

2. Select the method to authenticate to the policy store. You can choose Simple 

Credentials (DN and password), or Certificate Credentials ǘƻ ǳǎŜ ǘƘŜ ŀǇǇƭƛŀƴŎŜΩǎ 

unique built-in digital certificate. Digital certificates are more secure than simple 

credentials and are highly recommended.  

a. Simple Credentials ς If the maXecurity appliance uses a name and 

password to connect to the policy store, enter the DN όάŘƛǎǘƛƴƎǳƛǎƘŜŘ 

ƴŀƳŜέύ ŀƴŘ Password. This DN and password combination can be the 

same for every maXecurity appliance, or you can assign a different one 

for each box for added security and to see which box has logged into the 

policy store. 

b. Certificate Credentials ς To enable certificate credentials, check the box 

labeled Use internal cert. Click on Generate CSR to create a Certificate 

Signing Request. Copy the code, which must be signed by your Certificate 

Authority (CA). Remember, until you get the certificate signed, users will 

see certificate errors when trying to connect. Once you receive the signed 

certificate, click Import Signed CSR. Paste the code into the dialog that 

appears and click OK. 

3. Click Validate Connection to ensure your settings are functioning properly. If this 

ƛǎ ǘƘŜ ǾŜǊȅ ŦƛǊǎǘ Ƴŀ·ŜŎǳǊƛǘȅ ŀǇǇƭƛŀƴŎŜ ȅƻǳ ŀǊŜ ŎƻƴƴŜŎǘƛƴƎ ǘƻ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ 

network, you will receive the following dialog after validating the connection to 

the policy store: 

 

 
First-timers. After setting up the cluster information, you will be directed to Step 2a to create the External 
Authentication Store and register the initial Security Administrator. See the next section of this manual for 
specific instructions. 

 

4. Enter the cluster information. Every maXecurity appliance must belong to a 

cluster as a way of grouping and administering appliances from a single 

interface. Consult the Infrastructure Administration manual for more information 

about clusters.  

a. Add to Cluster ς If you have already set up the cluster you need, you can 

select it from the drop-down menu. Enter the cluster password when 
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prompted. Click Edit Services if you want to configure IP addresses for 

your web sites now so that the appliance can immediately begin listening 

for HTTP/S requests. The Edit Services step is optional and can be 

configured later through the Infrastructure Administration interface. 

b. Create New Cluster ς Choose this option to create a new cluster for the 

maXecurity appliance. If this is the first appliance on your network, it will 

be the only option available. 

i. Cluster Name ς An identifying description, like New York Office or 

Research and Development. 

ii. Cookie Domain ς This is the domain for setting trusted cookies for 

single sign-on. Remember to precede the domain with a period 

(e.g. .company.com). For more information about trusted cookies, 

ǎŜŜ ǘƘŜ 5ƻƳŀƛƴ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ Ƴŀƴǳŀƭ. 

iii. Cluster Password ς The cluster password guarantees the 

uniqueness of a cluster and will prevent someone from adding an 

appliance to the network without your knowledge. Take care not 

to forget this password, as you will need it whenever you want to 

add more appliances to the cluster. 

c. Replace Existing Appliance. This option will allow you to upgrade or 

replace your maXecurity appliances. Choose an appliance from the drop-

down menu and all settings will migrate to the new appliance. 

5. ²ƘŜƴ ȅƻǳΩǊŜ ŦƛƴƛǎƘŜŘΣ ŎƭƛŎƪ Save & RebootΦ ¸ƻǳΩƭƭ ōŜ ŀǎƪŜŘ ǘƻ ŜƴǘŜǊ ŀ ŎƻƳƳŜƴǘ 

or ticket number that describes what you have done.  

 

The maXecurity appliance will save the settings you have entered and reboot. This 

process takes approximately 30 seconds. Once complete, you will be automatically 

redirected to the Security Administration control panel.  

 

 

 Step 2a: Defining the Initial Security Administrator 

 

Step 2a is a one-time task necessary only for the first maXecurity appliance you install 

ƻƴ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƴŜǘǿƻǊƪΦ Lǘ ƛƴǾƻƭǾŜǎ ǎŜǘǘƛƴƎ ǳǇ ǘƘŜ External Authentication Storeτ

which will hold all the login credentials and other configuration information for 

maXecurity administratorsτas well as defining the initial Security Administrator. The 

Security admin is the only person who will be able to connect to the appliance and 
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access the administration control panel once you complete the Bootstrap Wizard. It will 

then be the {ŜŎǳǊƛǘȅ ŀŘƳƛƴΩǎ responsibility to register other Security Administrators, as 

well as the initial Infrastructure admins and Auditors, all of whom must reside in the 

External Authentication Store. 

 

 
Step 2a. The purpose of this one-time step is to create the External Authentication Store that that all 
maXecurity administrators, including the initial Security admin, will authenticate against when logging in to 
the administration control panels. 

 

1. Enter in the connection parameters to the user store. Remember, the Security 

admins, Infrastructure admins, Domain admins, and Auditors must all reside in 

this user store.  

a. The Host can be a DNS name or IP address.  

b. Port is typically 389 for clear text connections and 636 for SSL.  

c. If you want to connect using a secure connection (recommended), check 

the box labeled Use SSL.  

d. If you are unsure of the Base, SCOPE and Attribute  information that 

identify the user store, consult your LDAP administrator.  

2. Choose the credentials type used to log in: 

a. Anonymous Credentials ς No user name or password is submitted. This 

option offers little security and is not recommended. 

b. Simple Credentials ς Type in the full Bind DN όάŘƛǎǘƛƴƎǳƛǎƘŜŘ ƴŀƳŜέύ ŦƻǊ 

the ID of the maXecurity appliance. Because this type of authentication 



 

Ƴŀ·ŜŎǳǊƛǘȅϰ τ Bootstrap Wizard Manual 

10 

requires sending a name and password, it is highly recommended that 

you use SSL when choosing this option. 

c. Use Internal Cert ς Uses the internal certificate unique to each 

maXecurity appliance. This is easiest and most secure way to 

authenticate and is therefore highly recommended. Click on Generate 

CSR to create a Certificate Signing Request. Copy the code, which must 

be signed by your Certificate Authority (CA). Remember, until you get the 

certificate signed, you may not be able to connect to the user store. Once 

you receive the signed certificate, click Import Signed CSR. Paste the 

code into the dialog that appears and click OK. 

3. Choose the method used for Changing Passwords on your LDAP server: 

a. User Modify ς The maXecurity appliance will log in to the server as the 

user to change a password. This is the most common methodology 

among LDAP servers. 

b. Admin Modify ς Logs in with admin credentials to change the user 

password. 

c. Extended Operation ς Performs an LDAP extended operation. This is 

common on Sun Directory Servers.  

d. Active Directory ς Logs in with admin credentials and performs an LDAP 

modify in the way that Active Directory expects. 

e. BIND Modify ς Authenticates as the user in the way IBM mainframes 

using z/OS LDAP expect. 

4. Click Confirm Connection to ensure your settings are functioning properly. 

5. Finally, your must Register the Initial Security Administrator. The user name 

Attribute  (e.g. uid) you entered above is automatically placed in the box on the 

left. Enter the name of the person you want to register and click Search. A dialog 

box will appear to confirm the login details of the user you are registering. 

6. ²ƘŜƴ ȅƻǳΩǊŜ ŦƛƴƛǎƘŜŘΣ ŎƭƛŎƪ Save & RebootΦ ¸ƻǳΩƭƭ ōŜ ŀǎƪŜŘ ǘƻ ŜƴǘŜǊ ŀ ŎƻƳƳŜƴǘ 

or ticket number that describes what you have done.  

 

The maXecurity appliance will save the settings you have entered and reboot. This 

process takes approximately 30 seconds. Once complete, you will be automatically 

redirected to the Security Administration control panel.  
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First steps for the Security admin 

hƴŎŜ ȅƻǳΩǾŜ ŎƻƳǇƭŜǘŜŘ ǘƘe Bootstrap Wizard and clicked Save & Reboot, the appliance 

will automatically redirect your web browser to the Security Administration control 

panel. In the future, you can access the control panel at any time by navigating to the 

URL based on the fully qualified domain name (FQDN) you set up in the Bootstrap 

Wizard.  

 

 
Logging in as a Security admin. You will set the URL in the Bootstrap Wizard. The default is 
https://<domain>/Security/ 

 

Note that you must always connect over SSL using https. Once you log in with your 

credentials, you will see the Security Administration home screen. 

 

 
 

Take a moment to review the Security Administration control panel. The controls on the 

left allow you to review your configurations, manage certificates and add or delete 

administrators. In some companies you may be serving as both the Security admin and 

Infrastructure admin or Auditor. For your convenience you can use the navigation 

buttons at the top to move from one application to another and the Logout option to 

end your session. LŦ ȅƻǳΩǊŜ ŜǾŜǊ ǳƴŎƭŜŀǊ ŀōƻǳǘ a control panel function, note the help 

box on the right. 
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Signing the Internal Certificate 

Digital certificates are electronic credentials used to ensure the identity of individuals 

and computers on your network. For the certificate to be valid, it must be issued by a 

recognized certification authority (CA) like VeriSign, Thawte or xCert. Within your own 

network you may also issue your own certification.  

 

The internal certificate is used to secure connections to all administrative functions as 

well as to connect to the policy store. It is generated every time you do a factory reset of 

the maXecurity appliance. Remember, until you get the internal certificate signed, users 

will see certificate errors when trying to connect. 

 

 

 Steps for signing the default Internal Certificate 

 

 
 

1. From the Security Administration panel, click on Internal Certificate. 

2. LŦ ȅƻǳ ƘŀǾŜƴΩǘ ŀƭǊŜŀŘȅ ŎƻƳǇƭŜǘŜŘ ǘƘŜǎŜ ǎǘŜǇǎ ƛƴ ǘƘŜ .ƻƻǘǎǘǊŀǇ ²ƛȊŀǊŘΣ ŎƭƛŎƪ ƻƴ 

Generate CSR to create a Certificate Signing Request. Copy the code, which must 

be signed by your Certificate Authority (CA). Once you receive the signed 

certificate, click Import Signed Request. Paste the code into the dialog that 

appears and click Import. 

3. The box labeled CA Certificates contains a list of trusted Certificate Authority 

certificates. To add an additional certificate, click on Import CA Cert. Paste the 

code into the dialog box that appears and click Import. 


