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Typographic conventions used in this manual

Bold
Button and text box names, as well as Admin types are in bold.

Italic
Web site addresses (URLSs) are italicized.

Red
Generally used for text and examples you type in.

®

Indicates steps to take for performing a particular function.
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Introduction

¢CKS YI-SOdz2NARG& LINPRdAzOG &dzZAGS FNRY tw { SOdzN
prevent unauthorized access to sensitive data. More than ey@rernment regulations

like Sarbane®xley,PCI, and HIPA&quire companies to provide security in the form of

both preventative controfs avoiding a situation where a single person can access
everything and cover theirtrackd & ¢St f I a @R $daSuted th ahSoter O2 y (i N
what happened and who is responsible when something does go wrongaXkcurity

products have been designed to ensure full compliance with these and emerging

regulations.

In the case of preventative controls, maXecurity segregateb access management
Ayid2 F2dz2NJ RAAGAYOG TFdzyOlAz2zyad Lfguaad®ih R 2 7F
types, each with a specific role:

- Infrastructure adming Performs the initial setup of domains and permissions.
- Security adming Configures encryption algorithms, handles digital certificates,
and sets up and maintains the user stores (LDAP servers).
- Domain adming Maintains authorizations for web page access.
- Auditorg Creates reports, investigates security breaches, and review
compliance with SarbaneSxley and other regulatory requirements. The
l dZRAG2ND&a TFdzyOuAzya NS GKS F20dza 2F (K
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gain access to the whole system, make changesawudr their tracks.

Just as importantevery time an admin makes an important change, the system asks for
a comment or internal ticketEach process is therefore recorded, and can be called
upon later to reviewAs anAuditor, you have direct access the complete history of

web access management changes that have taken ptatlee form of detailed audit
reports. This allows you to trace back all changes made to the system in the case of a
security breach or government audit.
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Audit Reports Control Rzel

To access the Audit Reports control panel, use your web browser to navigate to the URL
based on the fully qualified domain name (FQDN)

Audit Reports
'\\4 < L{j ) https://maxecurity5.mycompany.com/Auditor/ Dx ; M

Logging in as an AuditoiThe default iittps://<domain>/Auditor/

Note that you must connect over SSL uditips. Once you log in with your credentials,
you will see the Audit Reports home screen.

N N

Audit Reports

x_& -+ @ X @ © https://maxecuritys.mycompany.com/jAuditor/ & »(Qr Google ] I'L

maXecurity@ Audit Reports

security administration | infrastructure administration | auditing

Reports 2 Help
Access Violations

L . o Roll the mouse over any
Administrative Activity item for more information.
User Entitlements

Domain Entitlements

Administration
Configure Auditors

Logout

SRR ¢

Take a moment to review the Audit Reports paridie controls on thédeft allow you to
generate and view reports, and add or delete other Auditor administratiorssome
companies you may be serving as both tAeditor and the Security adminor
Infrastructure admin For your convenience you can use the navigation buttons at the
top to move from one application to another and thegoutoption to end your session.

T &2 dzQNB S @ % Ndntoypanel &ihctibhnbté taedaélp box on the right.
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Report Types

Although none of the major government regulations specify the details of what reports
must be generated, auditors tend to agree that there are certain points that should be
looked at from a bespractices point of view.

- Access violationg List of failedattempts to access a protected resource.

- Administrative activity¢ A complete audit trail ofvho did what andwhen

- User entitlementsg A list of web resources that a specific user has access to.

- Domain entitlementsg A list of users that have access tepgecific application or
web domain.

As an Auditor using a maXecurity appliance, you have the ability to generate
comprehensive reports about all administrative activities and access violations. You can
view a list of web resources a specific user hagesgdo, or, just as easily, you can
generate a report of all users with access to a particular web resource.

Access Violations

Access violations occur when someone tries to gain access to a protected resource, but
is denied by the system. This may be theult of a failed user name/password attempt
from someone on the Internet, or it may come from a user that has already logged in
but does not have the group permissions to access a particular resource

R
@ Steps for generating an Access Violations report

1. From the Audit Reports panel, click Ancess Violations

2. Enter aStart Dateand anEnd Datefor the report

3. Select Domainfrom the dropdown menu. If you selediLL, the report will list
access violations across all domains in the cluddete: Youcan only generate
reports for the cluster you are logged in to.

4. Press theOptions button to choose the information you want included in the
report. Each item will appear as a separate column.
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5. Finally, clickSearch The maXecurity appliance will communicatéh all other
appliances in the same cluster. The consolidated data is then presented on

Audit Reports
O A% |ﬂ @ © hrtps://maxecuritys. mycompany.com/Auditor/ @ |=(Qr Coogle )
I
H i .
maXecunty@ Audit Reports
security administration | infrastructure administration | auditing
access violations
Reports Start Date:|3/26/2008 | Cluster: Production Options @ Access Violations
Access Violations EndDate |7/26/2008 | Domain: |ALL [%) Search:
Administrative Activity = e — =
ime urcel uster nce. o
User Entitlements o
Domain Entitlements Fri Jul 25 2008 00:17:44 GMT+0400 (MSD) 192.166.1.11 Production MVMEABD5C4 P2
Administration Fri Jul 25 2008 00:17:56 GMT+0400 (MSD) 182.168.1.11 Production MVMEABDSC4 P2
Configure Auditors unt
Fri Jul 25 2008 19:28:23 GMT+0400 (MSD) 87.237.114.23 Production MYMEABDSC4 7
Lo Fri Jul 25 2008 19:28:34 GMT+0400 (MSD) 87.237.114.23 Production MVMEABDSC4 D
gout aat
FriJul 25 2008 19:28:45 GMT+0400 (MSD) 87.237.114.23 Production MVMEABDSC4 :2:
Fri Jul 25 2008 19:28:45 GMT+0400 (MSD) 87.237.114.23 Production MVMEABDSC4 :2:
Fri Jul 25 2008 19:28:58 GMT+0400 (MSD) 87.237.114.23 Production MVMEABD5C4 :;‘:
Fri Jul 25 2008 19:28:58 GMT+0400 (MSD) 87.237.114.23 Production MVMEABDSC4 :g:
FriJul 25 2008 19:29:02 GMT+0400 (MSD) 87.237.114.23 Production MVMEABDSC4 :2:
Fri Jul 25 2008 19:29:03 GMT+0400 (MSD) 87.237.114.23 Production MVMEABDSC4 :2:
unt
Fri Jul 25 2008 19:29:08 GMT+0400 (MSD) 87.237.114.23 Production MVMEABD5C4
Status aa

Fri Jul 25 2008 19:30:41 GMT+0400 (MSD) 87.237.114.23 Production MVMEABD5C4 :g:

\ - -

Status:Requesting data from [MLA0213624, MLAD213625]

Export as CSV | Printer Friendly | 1
.

V3

The Access Violations Repoithe status of each appliance is listed underneath the report as it consolidates
all the data from the clusterClick on any header to sort by that column. Click again to change the sort
direction(ascending or descending).

Understanding the Access Violations Report

Timec The time the access violation took place.
SourcelR; The IP address of the user attempting access.
Clusterc The cluster of maXecurity appliances that recorded the event.
Appliancec The specific maXecurity appliance that recorded the event.
Domain¢ The domain protected by a security policy.
Method ¢ HTTP method: GET or POST.
Resource; The URL, or paof the URL, that the user attempted access (&admin).
Policy¢ The security policy that was in place.
Authorization¢ The reason for the failure (not in a group, etc.).
UserDN¢c¢ KS dzaSNR&a yIFYSs AF fNBIFIRe t233SR A
Statusg The access violation tharevented the user from accessing the resource:
- Access denied An authenticated user, but not part of the user group allowed.
- Authentication deniedg Incorrect user name, password or certificate.
- Account locked; Too many login attempts, based on setfinfrom the user store.
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If you wish to save the report as a file, click on Ehgort as CSkutton. A CSV (comma
separated values) file can be opened in Microsoft Excébgaanalyzeror a similar

program. You also have the option of choosing Bnmter Friendly button, which will

open the report in a new window in your web browser.

Administrative Activity

Every time an administrator makes an important change to the system, the action is
recorded and the admin is asked to specify a descriptivencent or ticket number.

Comment or Ticket Number

Please enter a comment or ticket number for this action:
Added a trusted CA certificate from VeriSign.

This provides théuditor with a trail of who performed an action, when, and why. You
can retrieve a detailed report of all such activity by generating an Administrative Activity
report.

@ Steps for generating an Administrative Activity report

1. From the Audit Reports panel, click Administrative Activity.

2. Enter aStart Dateand anEnd Datefor the report

3. Select @Domainfrom the dropdown menu. If you selediLL, the report will list
access violations across all domains in the cludiate: You can only generate
reports for the cluster you are logged in to.

4. Press theOptions button to choose the information you want included in the
report. Each item will appear as a separate column.

5. Firally, clickSearch The maXecurity appliance will communicate with all other
appliances in the same cluster. The consolidated data is then presented on
screen
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Audit Reports

\;;,' o |ﬁ @ © hitps://maxecuritys mycompany.com/Auditor/ @~(Q- Google [
z A
maXecunty@ Audit Reports
security administration | infrastructure administration | auditing
administrative activity
Reports Start Date: |3/26/2008 | Cluster: Production Options @ Administrative Activity
Access Violations r * &=t
End Date ' 7/26/2008 |Domain: ALL | Search
Administrative Activity 120t 7j [l
User Entilements Time AdminType Cluster Domain Action ResourceType
Domain Entilements FriJul 18 2008 20:59:47 GMT+0400 (MSD) Bootstrap nia nia New NetworkSettings
Fri Jul 18 2008 20:59:48 GMT+0400 (MSD) Bootstrap  nia nia New IntemalGerificate
Administration
Fri Jul 18 2008 21:03:03 GMT+0400 (MSD) Bootstrap  nda nia New  NetworkSeftings
(S Reelier Fri Jul 18 2008 21:03:04 GMT+0400 (MSD) Bootstrap /2 nia New  InteralCertificate
Fri Jul 25 2008 00:07:19 GMT+0400 (MSD) Bootstrap  nia na New  NetworkSeftings
Logout Fri Jul 25 2008 00:07:21 GMT+0400 (MSD) Bootstrap  nia nia New IntemalCeriificate
FriJul 25 2008 00:09:51 GMT+0400 (MSD) Bootstrap nia nla New NetworkSettings
FriJul 25 2008 00:09:51 GMT+0400 (MSD) Bootsirap nia nia New InternalGertificate
Fri Jul 25 2008 00:12:21 GMT+0400 (MSD) Bootstrap ~ nda nia New  NetworkSeftings
Fri Jul 25 2008 00:12:22 GMT+0400 (MSD) Bootstrap  nia nia New  IntemalCertificate
Fri Jul 25 2008 00:16:45 GMT+0400 (MSD) Bootstrap  Production n/a New  Appliance
Status
Fri Jul 25 2008 00:40:37 GMT+0400 (MSD) Security nia nia Edit  IntemalCerificate

N |

Status:Requesting data from [MLA0213624, MLAD213625)]

Export as CSV_| Printer Friendly

v
4,

The Administrative Activity ReportThe status of each appliance is listed underneath the report as it
consolidates all the data from the clusteZlick on any header to sort by that column. Click again to change
the sort direction (ascending or descending).

Understanding the Administratie Activity Report

Timec The time the change took place.

AdminTypeq Whether the user is a Security, Infrastructure, Domain or Auditor administrato
Clusterg The cluster of maXecurity appliances that recorded the event.

Domaing The domain affected by the change.

Action ¢ The action taken by the administrator (e.g. editing a policy, adding a certificate, etq
ResourceType The setting or resource modified (a policy, an attribute, etc.)
ResourceName¢ The specific change mad(e.g. created a new policy, deleted an
authentication set, etc.).

SourcelR; The IP address of the user when the change was made.
UserDNG¢ KS | RYAYAAGNI G2NR& dzASNI yI YSo
Commentc The comment or ticket number entered by the admin after the change wagmad

If you wish to save the report as a file, click on Ehg@ort as CSkutton. A CSV (comma
separated values) file can be opened in Microsoft Excébgaanalyzeror a similar
program. You also have the option of choosing Brenter Friendlybutton, which will
open the report in a new window in your web browser.
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User Entitlements

This simple report allows you to specify a username, user ID, or other identifying
information to see all the web resources a specific person has access to.

Audit Reports
) O © O & @ © https:/fmaxecurity5.mycompany.com /Auditor/ & -[Q~ Google ) [K]

N

maXecurity@ Audit Reports

security administration | infrastructure administration | auditing

Reports & user Entitlements
Access Violations User Entitiements Report
- o Display all entitlements for a
SIS Ly User Stare: | External Authentication Store | 3 single user o a setof
User Entitements —_— domains
uid: i
Domain Entitlements. oen Gontinie

Please select the Domains to report against
Administration R ———

rs.mycompany.com
Configure Auditors weompany

rs2.mycompany.com

egat] Select All

Generate Report

@ Steps for generating a User Entitlements report

1. From the Audit Reports panel, click Oser Entitlements

2. Select theUser Storewhere the user is located from the drafmwn menu.

3. The proper login attribute (e.giid, emailaddress sAMAccountNamg for that
user store willappeat 8 LIS Ay GKS dzaSNDa t23Ay F2NJ

4. ClickContinue and select aomainfrom the list. Controklick to select multiple
domains, or presSelect Allto generate a report for all domains in the cluster
Note:You can onlgenerate reports for the cluster you are logged in to.

5. ClickGenerate ReportAfter a few seconds, the report will appear on screen.

User Entitlements Report

) asl @ & M @ © https:/fmaxecurity5.mycompany.com/Auditor/ 1824862 (& +(Qr Google |L-_
H (1 User Entitlements Report
maxecur’ty@ External Authentication Store - uid:ben
Domain Resources Exact Default

rs2.mycompany.com ! v v

myeompany. /admin ® ®

/ L4 [*4

rs.mycompany.com /admin ® o

/admin/add.jsp " ®

A4

The User Entitlements ReporThis report allows you to see which resources a user has access to.
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If you wish to exporthe report for use elsewhere, click on tlport as CSWutton. A
CSV (commaeparated values) file can be opened in Microsoft Exdely analyzeror a
similar program. You also have the option of clicking on Rhater Friendlybutton,
which will oen the report in a new window in your web browser.

Domain Entitlements

Just the opposite of user entitlements, this report allows you to specify a protected
domain or web application and see all the users with authorization to access it.

Audit Reports
(G} M @ © https://maxecuritys.mycompany.com/Auditor | & -(Qr Google

maXecurity@ Audit Reports

security administration | infrastructure administration | auditing

Reports @ Domain Entitlements
Access Violations Domain Entitiements Report

Display all users who have
Administrative Activity Please select the Domains to report against access to 2 particular set of
User Entitlements [rs.mycompany.com | | domains
Domain Entitiements rs2.myeompany.com

Administration

Configure Auditors Select All
Logout

Generate Report

A
@ Steps forgenerating a Domain Entitlements report

1. From the Audit Reports panel, click Domain Entitlements

2. Select aDomain from list. Controlclick to select multiple domains, or press
Select Allto generate a report for all domains in the clustBiote: You caronly
generate reports for the cluster you are logged in to.

3. ClickContinue After a few seconds, the report will appear on screen.
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The Domain Entitlements ReporThis report allows you to see which users have access to a particular web
resource or application.

If you wish to save the report as a file, click on Ehgort as CSkutton. A CSV (comma
separated values) file can be opened in Microsoft Excébgaaralyzer,or a similar

program. You also have the option of choosing Brenter Friendlybutton, which will

open the report in a new window in your web browser.

YI - SOdeNRdzRM(G 2 NR& al ydzl €



